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MOTTO
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ANALISIS KOMPARASI ALGORITMA KRIPTOGRAFI ANTARA METODE DES
(DATA ENCRYPTION SYSTEM) DAN AES (ADVANCED ENCRYPTION SYSTEM)

Eko Puji Laksono
NIM. 09650003

INTISARI

Peranan keamanan jaringan saat ini menjadi penting karena semakin berkembang
teknologi jaringan menyebabkan ancaman yang akan dihadapi semakin besar. Kondisi tersebut
membuka banyak peluang dalam pengembangan aplikasi komputer tetapi juga membuat peluang
adanya ancaman terhadap pengubahan dan pencurian data. Tujuan penelitian ini adalah
melakukan analisa perbandingan metode kriptografi antara DES dan AES dari segi struktur
enkripsi dan deskripsi, komponen sandi, ronde, karakteristik algoritma, transformasi, dan kunci.

Jenis penelitian adalah analisis komparasi algoritma kriptografi antara metode DES dan
AES. Penelitian ini membandingkan dan menganalisis metode DES dan AES dengan cara
menguji sampel berdasarkan struktur enkripsi dan deskripsi, ronde, karakteristik algoritma, dan
transformasi.

Hasil penelitian menunjukkan: 1) analisis enkripsi dan deskripsi menggunakan program
DES lebih sederhana dibandingkan program AES. Data DES diolah hanya dengan empat
langkah tanpa menggunakan ronde dan hasilnya dalam bentuk huruf dengan jumlah sesuai
dengan huruf yang dianalisa; 2) hasil analisis enkripsi dan deskripsi AES menggunakan
algoritma kriptografi AES Rijndael dengan panjang kunci 128 bit  memiliki iterasi yang
cukup panjang (9 ronde). Langkah yang cukup panjang membuat enkripsi dan deskripsi AES
lebih aman; dan 3) penggunaan kriptografi AES Rijndael dengan panjang kunci 192 bit dan
256 bit lebih aman, dan menghasilkan iterasi  lebih panjang dan kompleks sehingga sulit
untuk diretas oleh hacker atau pihak yang tidak berwenang

Kata Kunci :kriptografi, DES, AES,transformasi
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THE ANALYSIS OF CRYPHTOGRAPHY ALGORITM COMPARISON
BETWEEN DES (DATA ENCRYPTION SYSTEM) AND AES (ADVANCED
ENCRYPTION SYSTEM) METHODE

Eko Puji Laksono
NIM. 09650003

ABSTRACT

The network security has a very important role at this time, because the development of
network technology caused the greater threat faced. These conditions create a lot of opportunities
in the development of computer applications but also makes threats to alter and steal data. The
purpose of this research is to analyze the comparison between cryptography method and AES
from encryption and description point of view, crypto component, iteration, algorithm character,
transformation and key.

The category of this research is cryptography algorithm comparison between DES
method (data encryption system) and AES (advanced encryption). This research is to compare
and analyze DES and AES method by examining sample based on the structure of encryption
and description, iteration, algorithm character and transformation.

The result of the research reveals: 1) encryption and description analysis uses DES
program which is simpler than AES program. DES data is processed by four steps without
iteration and the result is alphabet form whose number as many as the analyzed alphabets. ; 2)
The result of encryption and description AES analyses uses the cryptography algorithm AES
Rijndael with 128 byte key size, it has long iteration (9 iteration). The long steps make
encryption and description are more safe ; (3) the usage of cryptography AES Rijndael with 192
and 256 byte key size is more safe and it produces longer and complex iteration so that it is hard
to be pirated by hacker or irresponsible hand.

keywords :cryptography, DES, AES,transformation
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BAB I
PENDAHULUAN
1.1. LATAR BELAKANG

Internet berasal dari kata interconnection-networking adalah sistem global dari seluruh
jaringan komputer yang saling terhubung menggunakan standar Internet Protocol Suite (TCP/IP)
yang melayani miliaran pengguna di seluruh dunia untuk bertukar informasi berbagai arah yang
tidak dibatasi oleh jarak dan waktu. Seiring dengan perkembangan teknologi dan informasi,
internet telah memberikan pengaruh yang sangat besar pada penyebaran informasi menyebabkan
semakin banyak orang mengakses data melalui internet. Kemudahan yang diberikan internet
dalam menyebarkan dan transfer informasi menyebabkan jumlah pemakai internet semakin
banyak jumlahnya.

Bertambahnya jumlah pengguna internet mendorong banyak tindak kejahatan dalam
penggunaan internet. Kejahatan internet yang biasa disebut kejahatan dunia maya (cyber crime)
akan berdampak buruk bagi perkembangan dan kemajuan internet khususnya untuk keamanan
jaringan pengguna internet seperti perusahaan maupun pribadi. Stiawan, Deris (2013: 1)
menyatakan sebuah perusahaan yang telah atau akan mengintegrasi jaringan secara terpusat
dengan menggunakan komunikasi data via jaringan private atau sewa seperti Leased Channel,
VSAT , VPN atau bahkan menggunakan jaringan publik (internet), maka permasalahan lain
yang sangat krusial adalah keamanan (security) informasi yang dikirim. Saat ini tidak ada sistem
yang aman didunia ini selagi masih dibuat oleh tangan manusia, oleh karena itu kita hanya
meningkatkan dari yang tidak aman menjadi aman dan biasanya keamanan akan didapat setelah
lubang ( vurnability) sistem diketahui oleh penyusup. Semua informasi yang dikirim harus

dilindungi, oleh karena itu peranan keamanan jaringan saat ini memegang peranan penting



karena semakin berkembang teknologi jaringan menyebabkan ancaman yang akan dihadapi
semakin besar. Hal ini membuka banyak peluang dalam pengembangan aplikasi komputer tetapi
juga membuat peluang adanya ancaman terhadap pengubahan dan pencurian data. Sebuah
aplikasi yang melintasi jaringan publik seperti internet diasumsikan dapat diakses oleh siapapun
termasuk pihak — pihak yang memang berniat untuk mencuri atau mengubah data. Oleh karena
itu, untuk melindungi data terhadap akses, pengubahan, dan penghalangan yang tidak dilakukan
oleh pihak yang berwenang, peranti keamanan data yang melintas di jaringan komputer harus
disediakan. Berkembang teknologi jaringan menyebabkan perkembangan ancaman vurnerability
jaman sekarang menjadi meningkat. Meningkatkan vulnerability keamanan sebuah jaringan
seiring dengan berkembangnya teknologi jaringan itu sendiri. Dikarenakan banyak pihak yang
tidak berwenang ingin mengancam pengaksesan, pengubahan,dan penghalangan oleh pihak yang
tidak berhak.

Kriptografi menjadi solusi mengatasi ancaman keamanan data. Metode — metode
kriptografi diantaranya DES (Data Encryption System), AES (Advance Encryption Standard).
Sistem DES merupakan sistem sandi blok dengan kunci simetri. Ukuran blok yang digunakan
adalah 64 bit dan ukuran kunci DES adalah 56 bit tanpa parity bit. Struktur DES menggunakan
struktur sandi Feistel, yang terdiri dari 16 ronde. Komponen — komponen system sandi blok
modern : boks substitusi, boks permutasi, operasi shift sirkular, operasi bit XOR, dan swap.
Sandi produk DES adalah sandi yang tersusun oleh komponen system sandi blok modern. Tujuan
utama system sandi blok modern DES adalah tercapainya difusi dan confusion. Secara umum,
DES masih dianggap aman dari serangan analisis sandi diferensial dan linear. Sistem sandi DES
dapat diperluas ukuran ruang kunci dengan menggunakan triple DES (3-DES). Sedangkan sistem

sandi AES memenuhi spesifikasi sandi blok dengan ukuran blok dengan ukuran blok teks asli



128 bit dan mampu bekerja dengan kunci 128, 192, dan 256 bit. Unit data sandi AES diorganisir
sebagai state (128 bit), word (32 bit), byte (8 bit), dan bit. Enkripsi dan deskripsi AES terdiri
beberapa ronde. AES dengan 128 bit memiliki 10 ronde, 192 bit memiliki 12 ronde, dan 256 bit
memiliki 14 ronde. Setiap ronde AES menggunakan 4 transformasi dasar : SubBytes, ShiftRows,
MixColumn, dan AddRoundKey. Ekspansi kunci AES menghasilkan kunci ronde. Pembangkitan
kunci diolah dengan unit data word dan menggunakan operasi rotWord dan subWord.
Berdasarkan uraian di atas, skripsi ini menganalisis perbandingan keamanan jaringan
menggunakan metode DES dan AES. Kedua metode tersebut  menjadi penting karena
kerentanan keamanan data saat ini dapat diamankan dengan kedua metode kriptografi DES dan
AES.
1.2. Rumusan Masalah
a. Bagaimana hasil perbandingan struktur enskripsi dan deskripsi pada metoda DES dan
AES.
b. Bagaimana hasil perbandingan ronde pada struktur enskripsi dan deskripsi metoda
DES dan AES.
c. Bagaimana hasil perbandingan analisa karakteristik algoritma pada metoda DES dan
AES

d. Bagaimana hasil perbandingan analisa transformasi pada metoda DES dan AES

1.3. Batasan Masalah
Berdasarkan permasalahan di atas, batasan penelitian ini adalah:
a. Menganalisa hanya pada metode DES dan AES.
b. Parameter — parameter kedua metode yang dibandingkan hanya struktur enkripsi dan

deskripsi, ronde, karakteristik algoritma, transformasi.



1.4. Tujuan Penelitian

Tujuan dalam penelitian ini adalah:

a. Mendapatkan data tentang cara kerja dan hasil analisis perbandingan menggunakan
struktur enskripsi dan deskripsi pada metoda DES dan AES

b. Mendapatkan data tentang perbandingan hasil ronde pada analisis struktur enkripsi dan
deskripsi metode DES dan AES

c. Mendapatkan data tentang hasil analisis perbandingan karakteristik algoritma enkripsi
dan deskripsi pada metoda DES dan AES

d. Mendapatkan data tentang analisis perbandingan transformasi enkripsi dan deskripsi

pada metoda DES dan AES

1.5. Manfaat Penelitian
Manfaat dari penelitian ini adalah :

a. Mengetahui cara kerja mengamankan data melalui analisis data struktur enskripsi dan
deskripsi pada metoda DES dan AES

b. Dapat melakukan analisis dan membandingkan hasil analisis data menggunakan struktur
enskripsi dan deskripsi pada metoda DES dan AES

c. Dapat membandingkan hasil analisis ronde pada struktur enkripsi dan deskripsi
metoda DES dan AES

d. Dapat membandingkan karakteristik algoritma pada struktur enkripsi dan deskripsi
metoda DES dan AES

e. Dapat membandingkan hasil transformasi pada  struktur enkripsi dan deskripsi

metoda DES dan AES



1.6. Keaslian Penelitian
Penelitian yang berhubungan dengan analisis komparasi algoritma kriptografi antara
metode DES dan AES di Fakultas Sains Dan Teknologi Universitas Islam Negeri Sunan

Kalijaga Yogyakarta belum pernah dilakukan.



BAB V

KESIMPULAN DAN SARAN

5.1 KESIMPULAN
Berdasarkan hasil analisa yang sudah dilakukan, maka dapat diambil kesimpulan:

1. Hasil analisis enkripsi dan deskripsi menggunakan program DES lebih sederhana
dibandingkan program AES. Data DES diolah hanya dengan empat langkah tanpa
menggunakan ronde sehingga hasilnya lebih sederhana dalam bentuk huruf yang
jumlahnya sama dengan data yang diolah.

2. Hasil analisis enkripsi dan deskripsi AES menggunakan algoritma kriptografi AES
Rijndael dengan panjang kunci 128 bit  memiliki iterasi yang cukup panjang (9
ronde). Data dimasukkan dalam bentuk matriks input bits setelah diolah 9 ronde akan
menghasilkan  matriks output. Langkah yang cukup panjang membuat enkripsi dan
deskripsi AES lebih aman.

3. DES tidak memiliki ronde. Enkripsi AES memiliki 9 ronde (ronde 1 — 9) dan desripsi
AES memiliki 9 ronde (ronde 9 —1).

4. Karakteristik enskripsi DES menggunakan rumus :  C=P+K+1)mod26 dan deskripsi
DES menggunakan rumus : P=(C+26-K-1) mod26. Karakteristik enkripsi AES setiap
rondenya memiliki SubBytes, ShiftRows, MixColomn, dan RoundKey. Karakteristik
deskripsi AES setiap rondenya memiliki InvShiftRows, InvSubBytes, RoundKey dan
AddRoundKey.

Transformasi DES dilakukan  berdasarkan langkah Plainteks-Enkripsi-Chiperteks-
Deskripsi-Plainteks. Transformasi enskripsi AES menggunakan langkah — langkah kerja

SubBytes, ShiftRows, MixColomn, dan6. AddRoundKey setiap rondenya.
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Transformasi deskripsnya AES menggunakan kebalikannya dari enkripsinya yaitu:

AddRoundKey, InvSSubBytes, InvShiftRows.

5.1. SARAN

1. Hindari mengirim data menggunakan metode DES karena memiliki langkah kerja yang
sederhana dan tidak menggunakan ronde sehingga hasil sederhana dalam bentuk huruf
bukan matriks.

2. Disarankan mengirim data menggunakan metode AES minimal menggunakan 128 bits
karena memiliki iterasi berulang dalam bentuk 10 ronde. Menggunakan metode AES
dengan panjang kunci 128 bit memiliki jalan yang cukup panjang sehingga data dikirim
dalam bentuk sandi yang diamankan dari para peretas.

3. Sebaiknya mengirim data menggunakan kunci yang lebih panjang seperti kunci 192 bit
(12 ronde) dan 256 bit (14 ronde) karena menghasilkan iterasi atau ronde yang lebih
panjang  sehingga sulit untuk diretas oleh hacker atau pihak yang tidak berwenang.

Semakin panjang kunci yang digunakan semakin aman data yang kita sandikan.
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Lampiran-1. Tool DES

The Data Encryption Standard (DES) was introduced in 19xx and is formally defined in FIPS 46-3
Using a 56-bit key (usually entered as a 64-bit value with odd parity bits), working on a 64-bit
data block. There are several modes for using DES to encrypt blocks of data that may be more
(or less) than 8 bytes in size. Click here for more details on how DES works.

The 56-bit key used by DES is no longer sufficient for good security, but many applications use
triple-DES (encrypt using key part A, decrypt using key part B, encrypt using key part A) to
acheive a 112-bit key while maintaining compatibility with plain DES (using key part A = key part
B).

Message |

© ascll ™ Hexadecimal
DES Key/Triple DES Key Part A | 303898371520175e
Triple DES Key Part B | 9221b510071f436e

Output message |

o ASCIIf‘ Hexadecimal


http://csrc.nist.gov/publications/fips/
file:///D:/EKO%20-%20SKRIPSI/PERBAIKAN%20HASIL%20UJIAN/xxx
file:///D:/EKO%20-%20SKRIPSI/PERBAIKAN%20HASIL%20UJIAN/JS-DES.html%23how
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Details:

L L]

ol of

How DES works

Encryption starts with an initial permutation of the 64 input bits. These bits are then divided
into two 32-bit halves called L and R. The encryption then proceeds through 16 rounds, each
using the existing L and R parts, and a subkey. The R and subkeys are processed in a function f,
and the output of the f function are exclusive-or'ed with the existing L part to create the new R
part. The new L part is simply a copy of the incoming R part. In the final round, the L and R parts
are swapped once more before the final permutation producing the output block.

Decryption is identical to encryption, except that the subkeys are used in the opposite order.
That is, subkey 16 is used in round 1, subkey 15 is used in round 2, etc., ending with subkey 1

being used in round 16.

Here is a diagram of the DES algorithm:


file:///D:/EKO%20-%20SKRIPSI/PERBAIKAN%20HASIL%20UJIAN/JS-DES.html%23subkey
file:///D:/EKO%20-%20SKRIPSI/PERBAIKAN%20HASIL%20UJIAN/JS-DES.html%23ffunc

Lampiran-2. Tool AES

The Rijndael algorithm was announced as the winner of the Advanced Encryption Standard (AES) in
2001. This algorithm is intended to replace the DES algorithm. AES was designed to be efficient in both
hardware and software, and supports a block length of 128 bits and key lengths of 128, 192, and 256
bits. AES is defined in Fips 197. Click here for a description of how AES works.

10/27/06: | have decided to not allow the key to changed to reduce the chance of this page being used to
solve homework problems

An input ASCII string that is less than 16 characters long will be padded with NULL characters.

_ . © .
Message: | ASCII * Hexadecimal
Key | Of 15 71 ¢9 47 d9 e8 59 Oc b7 ad d6 af 7f 67 98 j

i v )
Output message | ASCIl * Hexadecimal

Details:

5

L 2]
How AES Works

This page only describes the 128-bit version, but the 192-bit and 256-bit key versions are similar.
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file:///D:/EKO%20-%20SKRIPSI/PERBAIKAN%20HASIL%20UJIAN/JS-DES.html
http://csrc.nist.gov/publications/fips/
file:///D:/EKO%20-%20SKRIPSI/PERBAIKAN%20HASIL%20UJIAN/JS-AES.html%23how
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AES is designed to work on bytes. However, each byte is interperted as a representation of the
polynomial:

box” + bex® + bsxX® + bax” + b3 + box’ + bix + by
Where each b; is either 0 or 1.

Addition and Multiplication
Addition then becomes exclusive-or, but multiplication is defined as polynomial multiplication modulo X
+x*+x> +x + 1. For example 2d * a3 would be calculated as follows (remembering x’ + x’ = 0):

2d=00101101= X +xX +x°+1

a3=10100011=x"+x" + x + 1
2d*a3 = (X2 + X+ X+ X )+ (X + X+ X+ )+ (P +X X+ X))+ (X X+ 1)
=X+ +X XX+ X+ 1
-modulus *x* = x* +x" + X0 +° +X* +x + 1
-modulus *x = x"+x°+x" +1

2d *a3=11010001=d1

Although this seems not efficient, all multiplications are by a constant, so they can be calculated in
advance and turned into a simple table lookup.

Algorithm State
The 128-bit state can be represented as a 4 by 4 table of bytes. The cipher will perform various
operations on this array.

Encryption Algorithm (128-bit version)
Cipher (byte in[16], byte out[l6], word w[44])
begin

byte state[4,4]

state = in

AddRoundKey (state, w[0, 31])
for round = 1 step 1 to 10

SubBytes (state)

ShiftRows (state)

MixColumns (state)

AddRoundKey (state, wlround*4, (round+l)*4-17])


file:///D:/EKO%20-%20SKRIPSI/PERBAIKAN%20HASIL%20UJIAN/JS-AES.html%23subbytes
file:///D:/EKO%20-%20SKRIPSI/PERBAIKAN%20HASIL%20UJIAN/JS-AES.html%23shiftrows
file:///D:/EKO%20-%20SKRIPSI/PERBAIKAN%20HASIL%20UJIAN/JS-AES.html%23mixcolumns
file:///D:/EKO%20-%20SKRIPSI/PERBAIKAN%20HASIL%20UJIAN/JS-AES.html%23addroundkey
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end for

SubBytes (state)

ShiftRows (state)

AddRoundKey (state, w[40, 431])
out = state

end

SubBytes Routine
In this routine, each byte of the state is replaced according to the following formula:

For each bit i, set b; to b; X0r b(i.4) mod 8 XOI B(i+5) mod 8 XOI B(i+6) mod 8 XOF Byis7) mod s + C; Where c = 63
hex.

As with multiplication, this is usually implemented as a table lookup.

ShiftRows Routine
This routine modifies each row of the state matrix. The top row is not changed, the next row is rotated
left one position, the following row two positions, and the bottom row three positions.

MixColumns Routine
This function mixes up the data in each column according to the following formulas:

e Setsy.to2*s,. xor 3*s; . xor s, xor sz
o Sets; tog.xor2*s; . xor 3*s, . xor S3.

o Sets, to sy, xors;.xor2*s, xor3*s;,
o Sets;. to 3*sy.x0rs;.xors,.xor 2*s;

AddRoundKey Routine
This function does an XOR between each column of the state and a 32-bit word from the key schedule.

Key Expansion
The key schedule w is generated in the following form:

e The first four words (w[0] through w([3]) of the key are the incoming cipher key.
e To calculate w/i] for i from 4 to 43:
o Settemp = wli-1]
o Ifi=4,8,12,16,..., 40 (multiples of 4)
= Rotate this word left one byte
= Replace each byte (using the same substitution function as SubBytes)
= Do an exclusive-or with the round constant Rcon/i]
o Set wfi] = w[i-4] xor temp

AES Decryption

Decryption basically consists of performing each of the encryption steps in reverse, using the following
algorithm:


file:///D:/EKO%20-%20SKRIPSI/PERBAIKAN%20HASIL%20UJIAN/JS-AES.html%23subbytes

107

InvCipher (byte in[16], byte out[l16], word w([44])])
begin

byte statel[4,4]

state = in

AddRoundKey (state, w[40, 43])
for round = 9 step -1 downto 1

InvShiftRows (state)

InvSubBytes (state)

AddRoundKey (state, w[round*3, (round+1l)*3-1])
InvMixColumns (state)

end for
InvShiftRows (state)
InvSubBytes (state)
AddRoundKey (state, w[0, 31)
out = state

end

Each of the Inv. .. functions is the inverse of the corresponding encryption function.
InvSubBytesbecomes another table lookup, and the equations for InvMixColumns are:

o Set sy to OxOe*s, . xor 0xOb*s; . xor Ox0d*s, . xor Ox09%*s; .
e Sets; to 0x09*sy . xor 0xOe*s; . xor OxOb*s, . xor 0x0d*s;
e Sets, to 0x0d*s, . xor 0x09%*s; . xor Ox0e*s, . xor Ox0Ob*s;
e Set sz to Ox0b*sy . xor 0x0d*s; . xor 0x09%s, . xor Ox0e*s;

The algorithm can be rewritten so it looks similar to the encryption algorithm, with a few simple
modifications.

Lampiran-3. Analisis Enskripsi DES: Yogi Surya Nugraha

Plainteks

YOGI SURYA NUGRAHA
Kunci : VIGENERE

Enkripsi dengan table
YOGISURYANUGRAHA

Jika dengan menggunakan perhitungan fungsi maka :
Y+V=25+22-1)mod 26=20=>T
O+I=15+9-1)mod26=23=>W
G+G=7+7-1)mod26=13=>M
|1+E=9+5-1)mod26=13=>M
S+N=19+14-1)mod26=6=>F
U+E=21+5-1)mod26=25=>Y
R+R=18+18-1)mod26=9=>|
Y+E=25+5-1)mod26=3=>C
A+V=1+22-1)mod26=22=>V
N+I=14+9-1)mod26=22=>V
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U+G=21+7-1)mod26=1=>A
G+E=7+5-1)mod26=11=>K
R+N=18+14-1)mod26=5=>E
A+E=1+5-1)mod26=5=>E
H+R=8+18-1)mod26=25=>Y
A+E=1+45-1)mod26=5=>E

Jadi chipper teksnya adalah TWMMFYSCVVAKEEYE



Lampiran -4. Analisis Enskripsi DES: Eko Puji Laksono

State

EKO PUJI LAKSONO

Kunci : VIGENERE

Enkripsi dengan table
EKOPUJILAKSONO

Jika dengan perhitungan fungsi maka:
E+V=5+22-1)mod 26=0=>z
K+1=11+12-1)mod26=22=>v
0+G=15+7-1)mod26=21=>u
P+E=16+5-1)mod26=20=>t
U+N=21+14-1)mod26=8=>h
J+E=10+5-1)mod26=14=>n
I+R=12+18-1)mod26=3=>c
L+E=12+5-1)mod26=16=>P
A+V=1+22-1)mod26=22=>V
K+1=1149-1)mod26=19=>S
S$+G=19+7-1)mod26=25=>Y
O+E=15+5-1)mod26=19=>S
N+N=14+14-1)mod26=1=>A
O+E=15+5-1)mod26=19=>S
Chipper teksnya adalah: ZVUTHNCPVSYSAS
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Lampiran-5. Analisis Enskripsi DES: Estu Fardani

state

ESTUFARDANI

Kunci :VIGENERE

Jika menggunakan fungsi maka:
E+V=5+22-1)mod26=0=>Z
S+1=19+9-1)mod26=1=>A
T+G=20+7-1)mod26=0=>Z
U+E=21+5-1)mod26=25=>Y
F+N=6+14-1)mod26=19=>S
A+E=1+45-1)mod26=5=>E
R+R=18+18-1)mod26=9=>I
D+E=4+5-1)mod26=8=>H
A+V=1+22-1)mod26=22=>V
N+1=14+49-1)mod26=22=>V
1+G=9+7-1)mod26=15=>0
Chipper teksnya : ZAZYSEIHVVO
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Lampiran-6. Analisis Enskripsi DES: Rahmatullah Priyo Kusuma

State

RAHMATULLAH PRIYO KUSUMA
Kunci

VIGENERE

Jika menggunakan fungsi maka :
R+V=18+22-1)mod26=13=>M
A+1=1+9-1)mod26=9=>|
H+G=8+7-1)mod26=14=>N
M+E=13+5-1)mod26=17=>Q
A+N=1+14-1)mod26=14=>N
T+E=20+5-1)mod26=24=>X
U+R=21+18-1)mod26=12=>L
L+E=12+5-1)mod26=16=>P
L+V=12+22-1)mod26=7=>G
A+1=1+9-1)mod26=9=|
H+G=8+7-1)mod26=14=>N
P+E=16+5-1)mod26=20=>T
R+N=18+14-1)mod26=5=>E
1+E=9+5-1)mod26=13=>M
Y+R=25+18-1)mod26= 16=P
O+E=15+5-1)mod26=19=>S
K+V=11+22-1)mod26=6=>F
U+l=2149-1)mod26=3=>C
S$+G=19+7-1)mod26=25=>Y
U+E=21+5-1)mod26=25=>Y
M+N=13+14-1)mod26=0=>Z
A+E=1+45-1)mod26=5=>E
Chipper teks:MINQNXLPGINTEMPSFCYYZE
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Lampiran-7. Analisis Enskripsi DES: Rizki Tunjung Sari

State

RIZKI TUNJUNG SARI

Kunci

VIGENERE

Jika menggunakan fungsi maka :
R+V=18+22-1)mod26=13=>M
1+1=949-1)mod26=17=>Q
Z+G=26+7-1)mod26=6=>F
K+E=11+5-1)mod26=15=>0
[+N=9+14-1)mod26=22=>V
T+E=20+5-1)mod26=24=>X
U+R=21+18-1)mod26=12=>L
N+E=14+5-1)mod26=18=>R
J+V=10+22-1)mod26=5=>E
U+1=21+9-1)mod26=3=>C
N+G=14+7-1)mod26=20=>T
G+E=7+5-1-1)mod26=11=>K
S+N=19+14-1)mod26=6=>F
A+E=1+5-1)mod26=5=>E
R+R=18+18-1)mod26=9=>I
I1+E=9+5-1)mod26=13=>M
Chipper key: MQFOVXLRECTKFEIM
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Lampiran-8. Analisis Deskripsi DES: TWMMFYSCVVAKEEYE

Chipher teksnya TWMMFYSCVVAKEEYE
Kunci VIGENERE
T-V=20+26-22+1)Mod26=25=>Y
w-1=23+26-9+1)M0OD26)mod26=15=0
M-G=13+26-7+1)mod26=7=G
M-E=13+26-5+1)mod26=9=|
F-N=6+26-14+1)mod26=19=S
Y-E=25+26-5+1)mod26=21=U
I-R=9+26-18+1)mod26=18=>R
C-E=3+26-5+1)mod26=25=.Y
V-V=22+426-22+1)mod26=1=>A
V-1=22+26-9+1)mod26=14=>N
A-G=1+26-7+1)mod26=21=>U
K-E=11+426-5+1)mod26=7=>G
E-N=5+26-14+1)mod26=18=>R
E-E=5+26-5+1)mod26=1=>A
Y-R=25+26-18+1)mod26=8=>H
E-E=5+26-5+1)mod26=1=>A
Plainteksnya YOGISURYANUGRAHA
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Lampiran-9. Analisis Deskripsi DES: ZVUTHNCPVSYSAS

Chipper teksnya:ZVUTHNCPVSYSAS
Kunci :VIGENERE
Z7-V=26+26-22+1)mod26=5=>E
V-1=22+26-9+1)mod26=11=>K
U-G=21+26-7+1)mod26=15=>0
T-E=20+26-5+1)mod26=16=>P
H-N=8+26-14+1)mod26=21=>U
N-E=14+26-5+1)mod26=10=>]
C-R=3+26-18+1)mod26=9=>|
P-E=16+26-5+1)mod26=12=>L
V-V=22+26-22+1)mod26=1=>A
S-1=19+26-9+1)mod26=11=>K
Y-G=25+26-7+1)mo0d26=19=>S
S-E=19+26-5+1)mod26=15=>0
A-N=1+26-14+1)mod26=14=>N
S-E=19+26-5+1)mod26=15=>0
Jadi Plainteksnya adalah EKOPUJILAKSONO
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Lampiran-10. Analisis Deskripsi DES: ZAZYSEIHVVO

Chipper teks: ZAZYSEIHVVO
Kunci : VIGENERE
7-V=26+26-22+1)mod26=E
A-1=1+26-9+1)mod26=19=>S
Z-G=26+26-7+1)mod26=20=>T
Y-E=25+26-5+1)mod26=21=>U
S-N=19+26-14+1)mod26=6=>F
E-E=5+26-5+1)mod26=1=>A
I-R=9+26-18+1)mod26=18=>R
H-E=8+26-5+1)mod26=4=>D
V-V=22+26-22+1)mod26=1=>A
V-1=22+26-9+1)mod26=14=>N
0-G=15+26-7+1)mod26=9=>I
Jadi plainteksnya ESTUFARDANI
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Lampiran-11. Analisis Deskripsi DES: MINQNXLPGINTEMPSFCYYZE

Chipper teks: MINQNXLPGINTEMPSFCYYZE
Kunci : VIGENERE
M-V=13+26-22+1)mod26=18=R
I-1=9+26-9+1)mod26=1=>A
N-G=14+26-7+1)mod26=8=>H
Q-E=17+26-5+1)mod26=13=>M
N-N=14+26-14+1)mod26=1=>A
X-E=24+26-5+1)mod26=20=>T
L-R=12+26-18+1)mod26=21=>U
P-E=16+26-5+1)mod26=12=>L
G-V=7+26-22+1)mod26=12=>L
I-1=9+26-9+1)mod26=1=>A
N-G=14+26-7+1)mod26=8=>H
T-E=20+26-5+1)mod26=16=>P
E-N=5+26-14+1)mod26=18=>R
M-E=13+26-5+1)mod26=9=>|
P-R=16+26-18+1)mod26=25=>Y
S-E=19+26-5+1)mod26=15=>0
F-V=6+26-22+1)mod26=11=>K
C-1=3+26-9+1)mod26=21=>U
Y-G=25+26-7+1)mod26=19=>S
Y-E=25+26-5+1)mod26=21=>U
Z-N=26+26-14+1)mod 26=13=>M
E-E=5+26-5+1)mod26=1=>A

Jadi plainteksnya adalah RAHMATULLAHPRIYOKUSUMA
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Lampiran-12. Analisis Deskripsi DES: MQFOVXMLRECTKFEIM

Chipper teks: MQFOVXMLRECTKFEIM
Kunci : MQFOVXLRECTKFEIM
M-V=13+26-22+1)mod26=R
Q-1=17+26-9+1)mod26=9=>|
F-G=6+26-7+1)mod26=26=>7Z
0O-E=15+26-5)mod26=11=>K
V-N=22+26-14+1)mod26=9=>|
X-E=24+26-5+1)mod26=20=>T
L-R=12+26-18+1)mod26=21=>U
R-E=18+26-5+1)mod26=14=>N
E-V=5+26-22+1)mod26=10=>)
C-1=3+26-9+1)mod26=21=>U
T-G=20+26-7+1)mod26=14=>N
K-E=11+26-5+1)mod26=7=>G
F-N=6+26-14+1)mod26=19=>S
E-E=5+26-5+1)mod26=1=>A
I-R=9+26-18+1)mod26=18=>R
M-E=13+26-5+1)mod26=9=>|

Jadi plainteksnya adalah RIZKITUNJUNGSARI
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Lampiran-13. Analisis Enskripsi AES: YOGI SURYA NUGRAHA
YOGI SURYA NUGRAHA

Input bits 79 6f 67 69
20737572
7961 20 6e
75677261
Key bits 0f 15 71 c9
47 d9 e8 59
Oc b7 ad d6
af 7f 67 98
w[0]= 0f1571c9
w[1]= 47 d9 e859
w[2] = Oc b7 ad d6
w([3]= af 7f67 98
RotWord()= 7f 67 98 af
SubWord()= d2 8546 79
ARcon()= d3 854679
w[4] = dc 9037 b0
w[5] = 9b 49 df e9
w[6] = 97 fe 72 3f
w([7]= 388115a7
RotWord()= 81 15 a7 38
SubWord()= 0c 59 5c 07
A Rcon()= Oe 59 5¢ 07
w[8] = d2c96bb7
w[9] = 49 80 b4 5e
w[10] = de 7ec6 61
w([1ll] = e6ffd3c6
RotWord()= ff d3 c6 eb
SubWord()= 16 66 b4 8e
A Rcon()= 12 66 b4 8e
w[12] = cO af df 39
w[13] = 89 2f6b 67
w([14] = 5751 ad 06
w[15]= blae7ec0
RotWord()= ae 7e c0 bl
SubWord()= e4 f3 ba c8
A Rcon()= ecf3 ba c8
w[16] = 2c5c65f1



w[17] = a5730e 96
w[18] = f222a390
w[19] = 43 8cdd 50
RotWord()= 8c dd 50 43
SubWord()= 64 c153 1a
ARcon()= 74cl153 1a
w[20] = 589d 36 eb
w[21] = fdee387d
w[22] = Of cc9b ed
w[23] = 4c 4046 bd
RotWord()= 40 46 bd 4c
SubWord()= 09 5a 7a 29
A Rcon()= 29 5a7a29
w[24] = 71c7 4cc2
w[25] = 8c 29 74 bf
w[26] = 83 e5ef52
w[27] = cf a5 a9 ef
RotWord()= a5 a9 ef cf
SubWord()= 06 d3 df 8a
A Rcon()= 46 d3 df 8a
w[28] = 37149348
w[29] = bb 3d e7 7
w[30] = 38 d8 08 a5
w[31] = f77dal4a
RotWord()= 7d al 4a f7
SubWord()= ff 32 d6 68
A Rcon()= 7f32 d6 68
w[32] = 48264520
w[33] = f31ba2d7
w[34]= cbc3aa72
w[35] = 3cbeOb38
RotWord()= be 0Ob 38 3c
SubWord()= ae 2b 07 eb
A Rcon()= b52b 07 eb
w[36] = fd 0d 42 cb
w[37]= 0e16e01c
w[38] = c5d5 4a6e
w[39] = f96b4156
RotWord()= 6b 41 56 f9
SubWord()= 7f 83 b1 99
A Rcon()= 4983 b199
w[40] = b4 8e f3 52
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w[41] = ba98 13 4e

w([42] = 7f4d 59 20

w([43]= 86261876

Initial state 79207975
6f 73 61 67
67752072
69 72 6e 61

Round Key 0f 47 Oc af
15d9 b7 7f
71 e8 ad 67
€9 59 d6 98

Round 1 76 67 75 da
7aaad6 18
16 9d 8d 15
a0 2b b8 f9

After SubBytes 38 85 9d 57
da ac f6 ad
47 5e 5d 59
e0f16¢c99
After ShiftRows 38 859d 57
acf6 ad da
5d 59 47 5e
99 e0 f1 6¢
After MixColumns 5b a9 7b e9
0579 e476
9e fa b6 85
90 e0 af a5
Round Key dc 9b 97 38
9049 fe 81
37df7215
b0 e9 3f a7
Round 2 87 32 ecdl
9530 1af7
a925c¢4 90
20099002
After SubBytes 17 23 ce 3e
2a 04 a2 68
d3 3f1c 60
b7 0160 77
After ShiftRows 17 23 ce 3e
04 a2 68 2a
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1c 60 d3 3f
77 b7 01 60
After MixColumns 49 6c ed 5d
4c 6b 71 4b
b2 83 18 ca
cfd2 f0 97
Round Key d2 49 de eb6
c9 80 7e ff
6b b4 c6 d3
b7 5e 61 c6
Round 3 9b 25 33 bb
85 eb 0f b4
d9 37 de 19
78 8c 9151
After SubBytes 14 3f c3 ea
97 €976 8d
359al1dd4
bc 64 81 d1
After ShiftRows 14 3f c3 ea
€9 76 8d 97
1d d4 359a
d1lbc6481
After MixColumns c4 8c 40 76
2b 08 f9 eb
af 25 88 ca
7180 2e 31
Round Key c08957 bl
af 2f 51 ae
df 6b ad 7e
396706 cO
Round 4 0405 17 c7
84 27 a8 45
704e 25 b4
48 7 28 f1
After SubBytes f2 6b fO c6
5f cc c2 6e
51 2f 3f 8d
5294 34 a1
After ShiftRows f2 6b fO c6
cc c2 6e 5f
3f 8d 51 2f
al5294 34
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After MixColumns 2e 54 8c 6d
91 2a4b3d
b8 5e 9b 9b
a7 56 07 49

Round Key 2c a5 2 43

5¢ 7322 8c
65 0e a3 dd
f196 90 50
Round 5 02 fl 7e 2e
cd 5969 bl
dd 50 38 46
56 c097 19

After SubBytes 77 a1 f3 31

bd cb f9 c8
c153075a
bl ba 88 d4

After ShiftRows 77 alf3 31

cb f9 c8 bd
07 5acl53
d4 bl ba 88

After MixColumns 7b a2 ¢5 65

2717 9a2d
d524 77 a9
e6 22 68 b6

Round Key 58 fd Of 4c

9d ee cc 40
36 389b 46
eb 7d ed bd

Round 6 23 5fca 29

ba f9 56 6d
e3 lcecef
0d 5f 85 0b
After SubBytes 26 cf 74 a5
f499 b1 3c
11 9c ce df
d7 c¢f97 2b
After ShiftRows 26 cf 74 a5
99 b1 3cf4
cedf119c
2b d7 cf 97
After MixColumns 19 45 72 5d
6d 1b fO 7e
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45 b9 20d0

6b 91 34 a9
Round Key 71 8c 83 cf

c729e5a5
4c 74 ef a9
c2 bf 52 ef
Round 7 68 c9 f1 92
aa3215db
09 cd cf 79
a9 2e 66 46
After SubBytes 45 dd al 4f
ac 2359 b9
01 bd 8a b6
d331335a
After ShiftRows 45 dd al 4f
2359 b9 ac
8a b6 01 bd
5ad33133
After MixColumns 3f 2f b9 ff
dc 7d fa e3
87 9d 49 d7

d2 2e 22 a6
Round Key 37 bb 38 7

14 3d d8 7d
93e708al
48 f7 a5 4a
Round 8 08 94 81 08
c840229e
14724176
9a d9 87 ec
After SubBytes 3022 Oc 30
e8 0993 0b
fa da 83 38
b8 3517 ce
After ShiftRows 30 22 Oc 30
0993 0b e8
83 38fada
ce b83517
After MixColumns 36 6a ca 8e
72 ef 3299
6d 12 b7 4e
5d a6 8f 4c
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Round Key 48 f3 cb 3c

26 1b c3 be

45 a2 aa0b
20d77238

Round 9 7e 99 01 b2
54 4 f9 27
28 b0 1d 45
7d71fd 74
After SubBytes f3 ee 7c 37
20 bf 99 cc
34 e7 a4 6e
ffa3 5492
After ShiftRows f3 ee 7¢ 37
bf 99 cc 20
a4 6e 34 e7
92 ffa3 54

After MixColumns 11 e6 20 bd

f38a0011
b2 bl 26 3e
2a3b 2136
Round Key fd Oe c5 f9
0d 16 d5 6b
42 e0 4a 41
cb 1c 6e 56
After SubBytes ce 9b d9 1b
bb de 03 da
8cd150d2
f8 cc 84 dO
After ShiftRows ce 9b d9 1b
de 03 da bb
50d2 8cd1l
d0 f8 cc 84
Output 7a21a69d
50 9b 97 9d
a3cld5c9
82 b6 ec f2
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Lampiran-14. Analisis Enskripsi AES: EKO PUJI LAKSONO

EKO PUJI LAKSONO

Input bits 65 6b 6f 20
7075 6a 69
20 6c 61 6b
73 6f 6e 6f
Key bits 0f 1571 c9
47 d9 e8 59
Oc b7 ad d6
af 7f 67 98
w[0]= 0f1571c9
w[l]= 47 d9 e859
w[2] = Oc b7 ad d6
w[3] = af 7f67 98
RotWord()= 7f 67 98 af
SubWord()= d2 8546 79
A Rcon()= d3 8546 79
w[4] = dc 9037 b0
w[5] = 9b 49 df e9
w[6] = 97 fe 72 3f
w([7] = 388115a7
RotWord()= 81 15 a7 38
SubWord()= 0c 59 5¢ 07
A Rcon()= 0e 59 5c 07
w[8] = d2c96bb7
w[9] = 49 80 b4 5e
w[10] = de 7ec6 61
w([1ll] = e6ffd3c6
RotWord()= ff d3 c6 e6
SubWord()= 16 66 b4 8e
A Rcon()= 12 66 b4 8e
w[12] = c0af df 39
w[13] = 89 2f 6b 67
w[14] = 57 51 ad 06
w[15] = blae7ecO
RotWord()= ae 7e c0 bl
SubWord()= e4 f3 ba c8
A Rcon()= ecf3 bac8
w[16] = 2c5c65f1
w[17] = a5 73 0e 96
w([18] = f222a390
w[19] = 43 8cdd 50
RotWord()= 8c dd 50 43
SubWord()= 64 c153 1a
ARcon()= 74c153 1a
w([20] = 589d 36 eb



w[21] = fdee387d
w([22] = Ofcc9bed
w[23] = 4c 4046 bd
RotWord()= 40 46 bd 4c
SubWord()= 09 5a 7a 29
A Rcon()= 29 5a 7a 29
w[24] = 71c7 4cc2
w[25] = 8c29 74 bf
w[26] = 83 e5 ef52
w[27] = cfa5a9ef
RotWord()= a5 a9 ef cf
SubWord()= 06 d3 df 8a
A Rcon()= 46 d3 df 8a
w([28] = 37149348
w([29] = bb 3de7f7
w([30] = 38 d8 08 a5
w[31] = f77dal4a
RotWord()= 7d al 4a f7
SubWord()= ff 32 d6 68
ARcon()= 7f 32 d6 68
w([32] = 48 264520
w[33] = f31ba2d7
w[34]= cbc3aa72
w[35] = 3cbe0b 38
RotWord()= be Ob 38 3¢
SubWord()= ae 2b 07 eb
ARcon()= b52b 07 eb
w([36] = fd0d 42 cb
w[37] = 0e16e01c
w[38] = c¢5d5 4a6e
w[39] = f96b 4156
RotWord()= 6b 41 56 f9
SubWord()= 7f 83 b1 99
ARcon()= 4983 b199
w[40] = b4 8e f3 52
w[41] = ba 98 13 4e
w[42] = 7f4d 59 20
w[43] = 86261876
Initial state 65702073
6b 75 6¢ 6f
6f 6a 61 6e
2069 6b 6f
Round Key Of 47 Oc af
15d9 b7 7f
71e8ad 67
€9 59 d6 98
Round 1 6a 37 2cdc
7eacdb 10
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1e 82 cc 09
€9 30 bd f7

After SubBytes 02 9a 71 86
f391 b9 ca
7213 4b 01
1le 04 7a 68
After ShiftRows 02 9a 71 86
91 b9 ca f3
4b 017213
68 1e 04 7a
After MixColumns 8fe0d1 70
8eeebc34
bd 0353 dd
0c 312385
Round Key dc9b97 38
90 49 fe 81
37df 72 15
b0 e9 3fa7
Round 2 537b 46 48
le a7 92 b5
8adc21c8
bc d8 1c 22
After SubBytes ed 21 5a 52
72 5c 4f d5
7e 86 fd e8
65619c93
After ShiftRows ed 21 5a 52
5c4fd572
fd e8 7e 86
9365 61 9c
After MixColumns 4b 1e cf 28
da f9 08 bb
fe 0a d0 88
b0 Oe 87 21

Round Key d2 49 de e6
c9 80 7e ff
6b b4 c6 d3
b7 5e 61 c6
Round 3 995711 ce
13797644
95 be 16 5b
07 50 e6 e7
After SubBytes ee 5b 82 8b
7d b6 38 1b
2aae 4739
c5538e94
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After ShiftRows ee 5b 82 8b
b6 38 1b 7d
47 39 2a ae
94 ¢c5 53 8e
After MixColumns d5 02 4b aa
c4a599 16
7145 38 38
eb 7d 0a 52
Round Key c08957 bl
af 2f 51 ae
df 6b ad 7e
396706 c0
Round 4 158b 1c 1b
6b 8a c8 b8
ae 2e 95 46
d21a0c92
After SubBytes 59 3d 9c af
7f 7e e8 6¢C
e4 31 2a 5a
b5 a2 fe 4f
After ShiftRows 59 3d 9c af
7e e8 6¢ 7f
2a5ae4 31
4f b5 a2 fe
After MixColumns 55 b6 d1 0b
94 ad d1 fc
a2a5deab
21846843
Round Key 2ca5f243
5¢73228c
65 Oe a3 dd
f1 96 90 50
Round 5 79132348
c8def3 70
c7ab7d76
do12f813
After SubBytes b6 7d 26 52
e81d 0d 51
c6 62 ff 38
70c941 7d
After ShiftRows b6 7d 26 52
1d 0d 51 e8
ff 38 ¢6 62
7d 70 c9 41
After MixColumns d2 a5 b0 a4
eb 5f 1c 7e
€990 a0 bd
d9 52 74 fe
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Round Key 58 fd Of 4c
9d ee cc 40
36389b 46
eb 7d ed bd
Round 6 8a 58 bf e8
76 b1 d0 3e
ff a8 3b fb
32 2f99 43
After SubBytes 7e 6a 08 9b
38c870b2
16 c2 e2 Of
23 15eela
After ShiftRows 7e 6a 08 9b
c8 70 b2 38
e20f16c2
la2315ee
After MixColumns 47 68 de 49
d2 b8 58 58
47 61 a9 15
9c 8796 8b
Round Key 71 8c 83 cf
c729e5a5
4c 74 ef a9
c2 bf 52 ef
Round 7 36 e4 5d 86
1591 bd fd
Ob 15 46 bc
5e38c4 64
After SubBytes 05 69 4c 44
59 81 7a 54
2b 59 5a 65
58 07 1c 43
After ShiftRows 05 69 4c 44
81 7a 5459
5a 65 2b 59
4358 07 1c
After MixColumns 8b 61 48 26
bl 6a9e 01
f531478b
52 14 a5f4
Round Key 37 bb 387
14 3d d8 7d
93 e708al
48 f7 a5 4a
Round 8 bcda70d1
a557467c
66 d6 4f 2a
1la e300 be
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After SubBytes 6557 51 3e
06 5b 5a 10
331684 e5
a2 1163 ae
After ShiftRows 6557 51 3e
5b 5a 10 06
84 e533f6
ae a2 1163
After MixColumns 0d 07 b0 e3
ea 753550
c4 2114 6a
37191274
Round Key 48 f3cb 3c
26 1b c3 be
45 a2 aa 0b
20d7 7238
Round 9 45 f4 7b df
cc 6e f6 ee
8183 be bl
17 ce 80 4c
After SubBytes 6e bf 21 9e
4b 9f 42 28
Oc ec ae ef
fO 8b cd 29
After ShiftRows 6e bf 21 9e
9f 42 28 4b
ae ef Oc ec
29 f0 8b cd
After MixColumns el bc bd db
8b el eeea
cd 3397 5a
d1 8c 4a of
Round Key fd Oe c5f9
0d 16 d5 6b
42 e04a 41
cb 1c 6e 56
After SubBytes 9c 37 bc 93
44 68 e2 Oc
7366 cl af
a2 60 36 dd
After ShiftRows 9c¢ 37 bc 93
68 e2 0c 44
cl af 73 66
dd a2 60 36
Output 28 8d c3 15
eb 7a 4162
32 bc2a7e
8f ec 40 40
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Lampiran-15. Analisis Enskripsi AES: ESTU FARDANI

ESTU FARDANI

Input bits 6573 74 75
2066 6172
64 61 6e 69
00 00 00 00
Key bits 0f 1571 c9
47 d9 e8 59
Oc b7 ad d6
af 7f 67 98
w[0]= 0f1571¢c9
w[l]= 47 d9 e859
w[2] = Oc b7 ad d6
w[3]= af 7f67 98
RotWord()= 7f 67 98 af
SubWord()= d2 85 46 79
A Rcon()= d3 8546 79
w[4] = dc 9037 b0
w[5]= 9b 49 df e9
w[6] = 97 fe 72 3f
w[7]= 388115a7
RotWord()= 81 15 a7 38
SubWord()= 0c 59 5c 07
A Rcon()= Oe 59 5¢c 07
w([8] = d2c96b b7
w[9] = 49 80 b4 5e
w[10] = de 7ec6 61
w[1l1l] = eb6 ffd3c6
RotWord()= ff d3 c6 e6
SubWord()= 16 66 b4 8e
ARcon()= 12 66 b4 8e
w([12] = cO0 af df 39
w[13] = 89 2f6b 67
w([14] = 5751 ad 06
w[15] = blae7ec0
RotWord()= ae 7e cO bl
SubWord()= e4 f3 ba c8
A Rcon()= ecf3 bac8
w[16] = 2c5c65f1
w[17] = a5 73 0e96
w[18] = f222a390
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w[19] = 43 8cdd 50
RotWord()= 8c dd 5043
SubWord()= 64 c153 1a
ARcon()= 74 c153 1a
w[20] = 589d 36 eb
w[21] = fdee387d
w[22] = Ofcc9b ed
w([23] = 4c 4046 bd
RotWord()= 40 46 bd 4c
SubWord()= 09 5a 7a 29
A Rcon()= 29 5a7a29
w[24] = 71c¢7 4cc2
w[25] = 8c 29 74 bf
w[26] = 83 e5 ef52
w([27] = cfa5 a9 ef
RotWord()= a5 a9 ef cf
SubWord()= 06 d3 df 8a
A Rcon()= 46 d3 df 8a
w[28] = 37149348
w[29] = bb 3de7f7
w[30] = 38 d8 08 a5
w[31] = f77dal4a
RotWord()= 7d al 4a f7
SubWord()= ff 32 d6 68
A Rcon()= 7f32 d6 68
w[32] = 48264520
w[33]= f31ba2d7
w[34]= cbc3aa72
w([35] = 3chbeOb38
RotWord()= be Ob 38 3c
SubWord()= ae 2b 07 eb
A Rcon()= b52b 07 eb
w([36] = fd0d 42 cb
w[37]= 0e 16e01c
w([38] = c5d5 4a6e
w([39] = f96b4156
RotWord()= 6b 41 56 f9
SubWord()= 7f 83 b1 99
A Rcon()= 49 83 b1 99
w[40] = b4 8e f3 52
w[41] = ba98 13 4e
w[42] = 7f4d 59 20
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w[43] = 86261876
Initial state 65 20 64 00
73 66 61 00
74 61 6e 00
75726900
Round Key Of 47 Oc af
15d9 b7 7f
71e8ad 67
€9 59 d6 98
Round 1 6a 67 68 af
66 bf d6 7f
0589 c367
bc 2b bf 98
After SubBytes 02 85 45 79
3308 f6 d2
6b a7 2e 85
65 f1 08 46
After ShiftRows 02 85 45 79
08 f6 d2 33
2e 85 6b a7
46 65 f1 08
After MixColumns 74 f0 7d 08
26 83 b6 e5
9c cd 49 07
ac 2d 8f of
Round Key dc 9b 97 38
9049 fe 81
37 df 72 15
b0 e9 3fa7
Round 2 a8 6b ea 30
b6 ca 48 64
ab 12 3b 12
1cc4 b0 a8
After SubBytes c2 7f 87 04
4e 7452 43
62c9e2c9
9c1lce7 c2
After ShiftRows c2 7f 87 04
74 52 43 4e
e2c962c9
c29c1lce?
After MixColumns 23 5d ae f4
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d5 07 bb 3f
341b 2411

54 39 8b 5e
Round Key d2 49 de e6

c9 80 7e ff
6b b4 c6 d3
b7 5e 61 ¢c6
Round 3 f114 7012
1c 87 c5c0
5f af €2 22
e367ea98
After SubBytes al fa 51 ¢9
9c 17 ab ba
cf 799893
118587 46
After ShiftRows alfa 51 c9
17 a6 ba 9c
98 93 cf 79
46 11 85 87
After MixColumns be 9c¢ 3d ¢8
7a12fle6
57 52 fa 35

fb 02 97 b0
Round Key c0 8957 bl

af 2f 51 ae
df 6b ad 7e
396706 cO
Round 4 7e 15 6a 79
d53d a048
883957 4b
€c2659170
After SubBytes 3 59 02 b6
0327 e052
c4 12 5b b3
254d 8151
After ShiftRows f3 59 02 b6
27 e05203
5b b3c412
51254d 81
After MixColumns 9e 1f 7b el
01 69 bc 07
91ab 1409

134



do f2 0a c9
Round Key 2c a5 f2 43
5¢73228c
65 Oe a3 dd
1969050
Round5 b2 ba89a2
5d 1a 9e 8b
f4 a5 b7 d4
21649299
After SubBytes 37 f4 a7 3a
4c a2 0b 3d
bf 06 a9 48
fd 43 b8 ee
After ShiftRows 37 f4 a7 3a
a2 0b 3d 4c
a9 48 bf 06
ee fd 43 b8
After MixColumns d4 5b ee le
66¢c74410
f573 3aa9
95 a5 f6 6f
Round Key 58 fd Of 4c
9d ee cc 40
36389b 46
eb 7d ed bd
Round6 8cabel52
fb 29 88 50
c34b al ef
7e d8 1b d2
After SubBytes 64 24 f8 00
0f a5 c4 53
2e b3 32 df
f3 61 af b5
After ShiftRows 64 24 8 00
a5 c4 53 of
32 df 2e b3
b5 f3 61 af
After MixColumns bb 33 51 0d
d6 3e 4d 7f
61 4b 54 98
43 8a acf9
Round Key 71 8c 83 cf
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c729e52a5
4c 74 ef a9
c2 bf 52 ef
Round7 cabfd2c2
1117 a8da
2d 3f bb 31
88 35 fe 16
After SubBytes 74 08 b5 25
82f0c257
d8 75 eac?
c4 96 bb 47
After ShiftRows 74 08 b5 25
f0 c257 82
eac7d875
47 ¢4 96 bb
After MixColumns 4e 4e c6 19
ed 01 fe le
8208 e8 9b
08 8e 7c f5
Round Key 37 bb 38 7
143d d8 7d
93 e708al
48 f7 a5 4a
Round8 79f5feee
f93c 26 63
11 efe03a
40 79 d9 bf
After SubBytes b6 e6 bb 28
99 eb f7 fb
82 df e1 80
09 b6 35 08
After ShiftRows b6 e6 bb 28
eb 7 fb 99
el 80 82 df
08 09 b6 35
After MixColumns b8 5c 4f Oa
4b 81 7d 4e
9c 11 9e 4b
db 54 d8 54
Round Key 48 f3 cb 3c
26 1b c3 be
45 a2 aa 0b
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20d7 7238
Round9  f0af 8436
6d 9a be fO
d9 b3 3440
fb 83 aa 6¢
After SubBytes 8c 79 5f 05
3c b8 ae 8¢
35 6d 18 09
Of ecac 50
After ShiftRows 8c 79 5f 05
b8 ae 8c 3c
18 0935 6d
50 Of ec ac
After MixColumns 98 1d e8 8f
9f 2a ef 66
f4 d4 96 Oc
8f329b 1d
Round Key fd Oe c5 f9
0d 16 d5 6b
42 e04a 4l
cb 1c 6e 56
After SubBytes 4d 7d d8 38
4f eb 80 d7
4e 18 86 €3
1b 31 e6 b3
After ShiftRows 4d 7d d8 38
eb 80 d7 4f
86e34e18
b3 1b31e6
Output f9 c7 a7 be
65 18 9a 69
75 f0 17 00
e1551190
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Lampiran-16. Analisis Enskripsi AES: RAHMATULLAH PROYO KUSUMA

RAHMATULLAH PRIYO KUSUMA

Input bits 72 61 68 6d
6174 75 6¢
6c 61 68 20
70726979
Key bits 0f 1571 c9
47 d9 e8 59
Oc b7 ad d6
af 7f 67 98
w[0] = 0f 1571 ¢9
w[l]= 47 d9 e859
w[2] = Oc b7 ad d6
w[3] = af 76798
RotWord()= 7f 67 98 af
SubWord()= d2 85 46 79
A Rcon()= d3 8546 79
w[4] = dc 9037 b0
w[5] = 9b 49 df e9
w[6] = 97 fe 72 3f
w[7]= 3881 15a7
RotWord()= 81 15 a7 38
SubWord()= 0c 59 5c 07
A Rcon()= Oe 59 5¢ 07
w[8] = d2c96bb7
w[9] = 49 80 b4 5e
w[10] = de 7e c6 61
w[11] = e6 ffd3c6
RotWord()= ff d3 c6 e6

SubWord()= 16 66 b4 8e
A Rcon()= 12 66 b4 8e
w[12] = cO af df 39
w([13] = 89 2f6b 67
w[14] = 57 51 ad 06
w[15]= blae7ecO
RotWord()= ae 7e c0 bl
SubWord()= e4 f3 ba c8
A Rcon()= ecf3 bac8
w[16] = 2c5c65f1
w([17]= a5730e96
w[18] = f222a390



w[19] = 43 8cdd 50
RotWord()= 8c dd 5043
SubWord()= 64 c153 1a
ARcon()= 74 c153 1a
w[20] = 589d 36 eb
w[21] = fdee387d
w[22] = 0f cc9b ed
w([23] = 4c 4046 bd
RotWord()= 40 46 bd 4c
SubWord()= 09 5a 7a 29
A Rcon()= 29 5a7a29
w[24] = 71c¢7 4cc2
w[25] = 8c 29 74 bf
w[26] = 83 e5 ef52
w([27] = cfa5 a9 ef
RotWord()= a5 a9 ef cf
SubWord()= 06 d3 df 8a
A Rcon()= 46 d3 df 8a
w[28] = 37149348
w[29] = bb 3de7f7
w[30] = 38 d8 08 a5
w[31] = f77dal4a
RotWord()= 7d al 4a f7
SubWord()= ff 32 d6 68
A Rcon()= 7f32 d6 68
w[32] = 48264520
w[33]= f31ba2d7
w[34]= cbc3aa72
w[35] = 3chbe0b38
RotWord()= be Ob 38 3c
SubWord()= ae 2b 07 eb
A Rcon()= b52b 07 eb
w([36] = fd0d 42 cb
w[37]= 0e 16e01c
w([38] = c5d5 4a6e
w([39] = f96b4156
RotWord()= 6b 41 56 f9
SubWord()= 7f 83 b1 99
A Rcon()= 49 83 b1 99
w[40] = b4 8e f3 52
w[41] = ba98 13 4e
w[42] = 7f4d 59 20
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w[43] = 86261876
Initial state 72 61 6¢ 70
61746172
68 75 68 69
6d 6¢ 20 79
Round Key Of 47 Oc af
15d9 b7 7f
71 e8 ad 67
€959 d6 98
Round 1 7d 26 60 df
74 ad d6 0d
199d c5 Oe
a435f6 el
After SubBytes ff f7 d0 9e
9295 f6 d7
d4 5e a6 ab
4996 42 f8
After ShiftRows ff f7 d0 9e
95 f6 d7 92
a6 ab d4 5e
f8 49 96 42
After MixColumns 1f 16 9b 96
c7 af 94 01
2¢971576
c2cd 5ff1
Round Key dc 9b 97 38
90 49 fe 81
37df 72 15
b0 e9 3f a7

Round 2 ¢3 8d Oc ae
57 e6 6a 80
1948 67 63
722460 56
After SubBytes 2e 5d fe e4
5b 8e 02 cd
d4 52 85 fb
4036 d0 bl
After ShiftRows 2e 5d fe e4
8e 02 cd 5b
85 fb d4 52
b14036d0
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After MixColumns e1 07 49 bc
Oc 0f 2e 74
7972da70
00 9e 6¢ 85
Round Key d2 49 de e6
c9 80 7e ff
6b b4 c6 d3
b7 5e 61 c6
Round 3 33 4e 97 5a
¢5 8f 50 8b
12 c6 1c a3
b7 c0 0d 43
After SubBytes c3 2f 88 be
a6 73 53 3d
€9 b4 9¢c0a
a9 bad7 1a
After ShiftRows ¢3 2f 88 be
7353 3d a6
9c0ac9 b4
laa9 bad7
After MixColumns 8e 08 3f f5
803e 089
bd 88 €9 09
856118 7e
Round Key c089 57 bl
af 2f 51 ae
df 6b ad 7e
396706 cO
Round 4 4e 8168 44
2f 11 59 57
62e34477
bc 06 1e be
After SubBytes 2f Oc 45 1b
1582 cb 5b
2a111bf5
65 6f 72 ae
After ShiftRows 2f 0c 45 1b
82 cb 5b 15
1bf5aall
ae 65 6f 72
After MixColumns 76 ce a2 6a
b3 e07970
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7299 e0 ba
af e0 e0 cd
Round Key 2c a5 f2 43
5¢73228c
650e a3 dd
f196 90 50
Round 5 5a 6b 50 29
ef 93 5b fc
17 97 43 67
5e 76 70 9d
After SubBytes be 7f 53 a5
df dc 39 b0
fO 88 1a 85
58 38 51 5e
After ShiftRows be 7f 53 a5
dc 39 b0 df
1a 850 88
5e 5838 51
After MixColumns 5c 68 a5 2
6d cl 1b d2
b4 bf 50 82
a38dc501
Round Key 58 fd Of 4c
9d ee cc 40
3638 9b 46
eb 7d ed bd
Round 6 04 95 aa be
fo 2f d7 92
8287 cbc4
48 f0 28 bc
After SubBytes f2 2a ac ae
8c 15 Oe 4f
1317 1f 1c
52 8c 34 65
After ShiftRows f2 2a ac ae
15 Oe 4f 8¢
1f1c1317
65 52 8c 34
After MixColumns ba 08 0d eb
9c 40 8b a0
76 ea 4a 50
cd c8 b0 1a
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Round Key 71 8c 83 cf
c729e53a5
4c 74 ef a9
c2 bf 52 ef
Round 7 cb 84 8e 24
5b 69 6e 05
3a9ea5f9
0f 77 e2 15
After SubBytes 1f 5f 19 36

39f9 9f 6b
80 0b 06 99
76 f598 e6
After ShiftRows 1f 5f 19 36
f9 9f 6b 39
06 99 80 0b
€6 76 f5 98
After MixColumns ce eb fa b4
labcalcl
db 73 6d aa

090b 3143
Round Key 37 bb 38 7

14 3d d8 7d
93e708 al
48 f7 a5 4a
Round 8 f9 50 c2 43
0e 8179 bc
48 94 65 0b
41 fc 94 09
After SubBytes 99 53 25 1a
ab Oc b6 65
5222 4d2b
83 b02201
After ShiftRows 99 53 25 1a
Oc b6 65 ab
4d 2b 52 22
0183 b0 22
After MixColumns 71 cf 07 d2
57 daa9 13
Oc 2d 2f 93

f37523e3
Round Key 48 f3 cb 3c

26 1b c3 be
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45 a2 aa0b
20d7 7238
Round 9 39 3cccee
71cl 6aad
49 8f 85 98
d3a251db
After SubBytes 12 eb 4b 28
a3780295
3b7397 46
66 3a dl b9
After ShiftRows 12 eb 4b 28
78 02 95 a3
97 463b 73
b9 66 3a dl
After MixColumns 82 eb 33 Oc
f9 43 0d 31
8f cf 6 05
b0 ae 07 11
Round Key fd Oe c5 f9
0d 16 d5 6b
42 e04a 4l
cb 1c 6e 56
After SubBytes d2 d9 42 e6
bf fc 61 be
bd 1591 1b
213719 a0
After ShiftRows d2 d9 42 e6
fc 61 be bf
91 1b bd 15
a02137f9
Output 66 63 3d 60
7291399
62 c08 e4 0d
f2 6f 17 8f
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Lampiran-17. Analisis Enskripsi AES: RIZKI TUNJUNG SARI

RIZKI TUNJUNG SARI

Input bits 72 69 7a 6b
69207475
6e 6a 75 6e
67207361

Key bits 0f 1571 c9

47 d9 e8 59
Oc b7 ad d6
af 7f 67 98

w[0] = 0f1571¢9

w[1l] = 47 d9 e8 59

w[2] = Oc b7 ad d6

w[3] = af 7f67 98

RotWord()= 7f 67 98 af

SubWord()= d2 85 46 79

A Rcon()= d3 8546 79

w[4] = dc 9037 b0

w[5] = 9b 49 df e9

w[6] = 97 fe 72 3f

w[7]= 388115a7

RotWord()= 81 15 a7 38

SubWord()= 0c 59 5c 07

A Rcon()= Oe 59 5¢ 07

w([8] = d2c96b b7

w([9] = 49 80 b4 5e

w[10] = de 7ec6 61

w[1l1l] = eb6 ffd3c6

RotWord()= ff d3 c6 eb

SubWord()= 16 66 b4 8e

ARcon()= 12 66 b4 8e

w[12] = c0 af df 39

w[13] = 89 2f6b 67

w[14] = 5751 ad 06

w[15] = blae7ec0

RotWord()= ae 7e c0O bl

SubWord()= e4 f3 ba c8

A Rcon()= ecf3 bac8

w([16] = 2c5c65f1



w[17] = a5730e 96
w[18] = f222a390
w[19] = 43 8cdd 50
RotWord()= 8c dd 50 43
SubWord()= 64 c153 1a
ARcon()= 74cl153 1a
w[20] = 589d 36 eb
w[21] = fdee387d
w[22] = Of cc9b ed
w[23] = 4c 4046 bd
RotWord()= 4046 bd 4c
SubWord()= 09 5a 7a 29
A Rcon()= 29 5a7a29
w[24] = 71c7 4cc2
w[25] = 8c 29 74 bf
w[26] = 83 e5ef52
w[27] = cf a5 a9 ef
RotWord()= a5 a9 ef cf
SubWord()= 06 d3 df 8a
A Rcon()= 46 d3 df 8a
w[28] = 37149348
w[29] = bb 3de7f7
w[30] = 38 d8 08 a5
w[31] = f77dal4a
RotWord()= 7d al 4a f7
SubWord()= ff 32 d6 68
A Rcon()= 7f32 d6 68
w[32] = 48264520
w[33] = f31ba2d7
w[34]= cbc3aa72
w[35] = 3cbeOb 38
RotWord()= be 0Ob 38 3c
SubWord()= ae 2b 07 eb
A Rcon()= b52b 07 eb
w[36] = fd0d 42 cb
w[37]= 0e16e01c
w[38] = c5d5 4a6e
w[39] = f96b4156
RotWord()= 6b 41 56 f9
SubWord()= 7f 83 b1 99
A Rcon()= 4983 b199
w[40] = b4 8e f3 52
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w[41] = ba98 13 4e
w([42] = 7f4d 59 20
w([43] = 86261876
Initial state 72 69 6e 67
69 20 6a 20
72747573
6b 75 6e 61
Round Key 0Of 47 Oc af
15d9 b7 7f
71e8ad 67
€9 59 d6 98
Round 1 7d 2e 62 c8
7c f9 dd 5f
Ob 9cd8 14
a2 2c b81f9
After SubBytes ff 31 aa e8
1099 cl cf
2bde 61 fa
3a716c99
After ShiftRows ff 31 aa e8
99 cl cf10
61 fa 2b de
993a7l1l6c
After MixColumns ad fa 5f 49
ec 87 23 dd
14 51 a0 eb
cb 1ce3 35
Round Key dc 9b 97 38
9049 fe 81
37df 72 15
b0 e9 3f a7
Round2 7161c871
7c ce dd 5¢
23 8e d2 fe
7b f5dc 92
After SubBytes a3 ef e8 a3
108bcl 4a
26 19 b5 bb
21 e6 86 4f
After ShiftRows a3 ef e8 a3
8bcl4al0
b5 bb 26 19
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4f 21 e6 86
After MixColumns 21 07 d5 f2
25 81 f0 2e
8820df 10

5e 1298 e0
Round Key d2 49 de eb

c9 80 7e ff
6b b4 c6 d3
b7 5e 61 c6
Round 3 f34e 0b 14
ec01 8edl
€39419c3
€9 4cf9 26
After SubBytes 0d 2f 2b fa
ce7c19 3e
1122 d4 2e
1le 29 9917
After ShiftRows 0d 2f 2b fa
7c¢ 19 3e ce
d42e 1122
f7 129 99
After MixColumns bd 45 2¢ 1d
65 71 4d 82
c048 4cc0
4a7a00d0

Round Key c08957 bl
af 2f 51 ae
df 6b ad 7e
3967 06 cO
Round 4 7d cc 7b ac
caS5e 1c 2c
1f 23 el be
731d 06 10
After SubBytes ff4b 2191
7458 9c71
c0 26 f8 ae
8f a4 6f ca
After ShiftRows ff4b 2191
589c 7174
f8 ae c0 26
ca 8f a4 6f



After MixColumns 3f 08 b5 ec
96 0e 3c 7c
09 1a 3c18
35ea8124
Round Key 2c a5 2 43
5c 7322 8c
65 0e a3 dd
f196 90 50
Round 5 13 ad 47 af
ca7d lef0
6c 14 9f ¢5
c47cl1174
After SubBytes 7d 95 a0 79
74 ff 72 8c
50fadb a6
1c¢108292
After ShiftRows 7d 95 a0 79
ff 72 8c 74
db a6 50 fa
92 1¢ 10 82
After MixColumns a9 1d 94 16
7¢9c 43 06
82 94 bc 7f
9c 4807 l1a
Round Key 58 fd Of 4c
9d ee cc 40
3638 9b 46
eb 7d ed bd
Round 6 f1e0 9b 5a
el 72 8f 46
b4 ac 27 39
77 35 ea a7
After SubBytes al el 14 be
f8 40 73 5a
8d91cc12
f5 96 87 5¢
After ShiftRows al el 14 be
4073 5a f8
cc128d91
5c f5 96 87
After MixColumns 09 ab dd 62
32c4ba7a
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86 b2 ee ed
cca8dca5s

Round Key 71 8c 83 cf

c729e5a5

4c 74 ef a9

c2 bf 52 ef

Round 7 78 27 5e ad
f5 ed 5f df
cac60144
Oe 17 8e 4a
After SubBytes bc cc 58 95

e6 55 cf 9e
74 b4 7c 1b
ab f0 19 d6
After ShiftRows bc cc 58 95
55 cf9e eb
7c1b 74 b4
d6 ab f0 19
After MixColumns 36 79 8d ad
44 cf 13 9c
70d3 25 2b
41 d6f9 c4
Round Key 37 bb 38 7
14 3d d8 7d
93 e708al

48 f7 a5 4a
Round 8 01 c2 b5 5a
50 f2 cb el
e3 34 2d 8a
09 21 5c 8e
After SubBytes 7c 25 d5 be
53 89 1f f8
1118 d8 7e
01fd4a 19
After ShiftRows 7c 25 d5 be
89 1f f8 53
d87e 1118
1901 fd 4a
After MixColumns b9 14 4e cO

1f98 f0 7a
75¢51303

e7 Oc 6¢ 06
Round Key 48 f3 cb 3c

26 1b c3 be
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4532 aa0b
20d7 7238
Round 9 f1e7 85 fc
398333 c4
3067 b9 08
c7 db 1le 3e
After SubBytes al 94 97 b0
12 ecc3 1c
04 85 56 30
€6 b9 72 b2
After ShiftRows al 94 97 b0
ecc31c12
56 30 04 85
b2 c6 b9 72

After MixColumns 92 9b ac ba
2a9f1a72
2c 66 53 25
3dc3d3 b8
Round Key fd Oe c5 f9
0d 16 d5 6b
42 e04a 41
cb 1c 6e 56
After SubBytes a8 2af9 1a
cca7 8ad4d
9f 44 d4 43
42 9e 7a 28
After ShiftRows a8 2a f9 1a
a7 8ad4 cc
d4 43 9f 44
2842 9e 7a

Output 1c 90 86 9c
291299 ea
27 50 ¢c6 5¢
7a 0c be Oc
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Lampiran-18. Analisis Deskripsi AES: YOGI SURYA NUGRAHA
YOGI SURYA NUGRAHA

Input bits 79 6f 67 69
20737572
79 61 20 6e
75677261
Key bits 0f 1571 c9
47 d9 e8 59
Oc b7 ad d6
af 7f 67 98
w[0] = 0f1571c9
w[1l] = 47 d9 e8 59
w[2] = Oc b7 ad d6
w([3] = af 7f67 98
RotWord()= 7f 67 98 af
SubWord()= d2 8546 79
A Rcon()= d3 854679
w[4] = dc 9037 b0
w([5] = 9b 49 df e9
w[6] = 97 fe 72 3f
w[7] = 388115 a7
RotWord()= 81 15 a7 38
SubWord()= 0c 59 5¢c 07
A Rcon()= 0e 59 5¢ 07
w([8] = d2c96bb7
w[9] = 49 80 b4 5e
w([10] = de 7e c6 61
w[11] = e6ffd3c6
RotWord()= ff d3 c6 e6
SubWord()= 16 66 b4 8e
ARcon()= 12 66 b4 8e
w[12] = cO af df 39
w[13] = 89 2f 6b 67
w[14] = 57 51 ad 06
w[15] = blae7ecO
RotWord()= ae 7e cO bl
SubWord()= e4 f3 ba c8
A Rcon()= ecf3 bac8
w([16] = 2c5c65f1
w[17] = a5730e96
w[18] = 222 a390
w[19] = 43 8cdd 50
RotWord()= 8c dd 5043
SubWord()= 64 c153 1a
ARcon()= 74 cl153 1a
w[20] = 58 9d 36 eb



w[21] = fdee387d
w([22]= Ofcc9bed
w[23] = 4c 4046 bd
RotWord()= 40 46 bd 4c
SubWord()= 09 5a 7a 29
ARcon()= 29 5a 7a 29
w[24] = 71c7 4cc2
w[25] = 8c29 74 bf
w[26] = 83 e5 ef 52
w[27] = cfa5a9ef
RotWord()= a5 a9 ef cf
SubWord()= 06 d3 df 8a
A Rcon()= 46 d3 df 8a
w([28] = 37149348
w([29] = bb3de7f7
w([30] = 38d8 08 a5
w[31] = f77d al4a
RotWord()= 7d al 4a f7
SubWord()= ff 32 d6 68
ARcon()= 7f 32 d6 68
w([32]= 48264520
w([33] = f31ba2d7
w[34] = cbc3aa72
w([35] = 3cbe0b 38
RotWord()= be 0b 38 3c
SubWord()= ae 2b 07 eb
ARcon()= b52b 07 eb
w([36] = fd0d 42 cb
w[37] = Oe16e0 1c
w[38] = c5d5 4a6e
w[39] = f96b 4156
RotWord()= 6b 4156 f9
SubWord()= 7f 83 b1 99
A Rcon()= 4983 b199
w[40] = b4 8e f3 52
w[41] = ba 98 13 4e
w[42] = 7f4d 59 20
w[43] = 86261876
Initial state 79 2079 75
6f 7361 67
67752072
69 72 6e 61
Round Key b4 ba 7f 86
8e 98 4d 26
3135918
524e 2076
Round 9 cd 9a 06 f3
eleb2c4l
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94 66 79 6a
3b3c4e 17
After InvShiftRows cd 9a 06 f3
41 el eb2c
79 6a 94 66
3c4e 17 3b
After SubBytes 8037 a5 7e
f8 e0 3c 42
af 58 e7 d3
6d b6 87 49
Round Key fd Oe c5 f9
0d 16 d5 6b
42 e0 4a 4l
cb 1c 6e 56
After AddRoundKey 7d 39 60 87
f5 f6 €9 29
ed b8 ad 92
a6 aa e9 1f
Round 8 81 el 8f b4
13 6e 9e bc
8cclc3e7
dd 93 1f cc
After InvShiftRows 81 el 8f b4
bc 13 6e 9e
c3e78ccl
93 1fcc dd
After SubBytes 91 e0 73 c6
78 82 45 df
33 b0 fO dd
22 cb 27 c9
Round Key 48 f3 cb 3¢
26 1b c3 be
45 a2 aa 0b
20d7 7238
After AddRoundKey d9 13 b8 fa
5e 99 86 61
76 12 5a d6
02 1c55f1
Round 7 6¢d0c3 4c
4f 7e e6 49
3ec24303
ee e8 57 ba
After InvShiftRows 6¢ d0 c3 4c
49 4f 7e eb
4303 3ec2
e857 baee
After SubBytes b8 60 33 5d
a4 92 8a f5
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64 d5 d1 a8
c8 dac099
Round Key 37 bb 38 7
14 3d d8 7d
93 e708al
48 f7 a5 4a
After AddRoundKey 8f db Ob aa
b0 af 52 88
f7 32d9 09
80 2d 65 d3
Round 6 34 a4 50 2d
c0 ae Of of
dc9b 53 65
60 fa e9 2f
After InvShiftRows 34 a4 50 2d
9f c0 ae Of
5365 dc9b
fa e9 2f 60
After SubBytes 28 1d 6¢ fa
6e 1f be fb
50 bc 93 e8
14 eb 4e 90
Round Key 71 8c 83 cf
c729e5a5
4c 74 ef a9
c2 bf 52 ef
After AddRoundKey 59 91 ef 35
a9 36 5b 5e
1lcc87c4l
d6 54 1c 7f
Round5 5c43c8e3
ce ba 3c 2f
6d 6¢ e8 3d
c5aec8ad
After InvShiftRows 5c 43 c8 e3
2f ce ba 3c
e8 3d 6d 6¢
ae c8 a4 c5
After SubBytes a7 64 b1 4d
4e eccO6d
c8 8b b3 b8
be bl 1d 07
Round Key 58 fd Of 4c
9d ee cc 40
36389b 46
eb 7d ed bd
After AddRoundKey ff 99 be 01
d3 02 0c 2d
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fe b3 28 fe
55 cc fO ba
Round 4 7099 b8 8d
74 eb 8e ff
64 60 fa a2
e7 f6 a6 b8
After InvShiftRows 70 99 b8 8d
ff 74 eb 8e
fa a2 64 60
f6 a6 b8 e7
After SubBytes dO f9 9a b4
7d ca3ceb
14 1a 8¢ 90
d6 c59a b0
Round Key 2c a5 f2 43
5¢73228c
65 Oe a3 dd
1969050
After AddRoundKey fc 5¢ 68 f7
21 b9 1e 6a
71 14 2f 4d
27 53 0a e0
Round3 e0737ea3
26 b8 d191
60 64 9f 79
2d 0d 63 7b
After InvShiftRows e0 73 7e a3
9126 b8 d1
9f 79 60 64
0d 63 7b 2d
After SubBytes a0 8f 8a 71
ac239a51
6e af 90 8c
f30003 fa
Round Key c08957 bl
af 2f 51 ae
df 6b ad 7e
396706 c0
After AddRoundKey 60 06 dd cO
03 Oc cb ff
blc43df2
ca 6705 3a
Round2 17a11978
ad a6 6¢cd2
f6 2a a5 bf
54 84 fe e2
After InvShiftRows 17 al 19 78
d2 ad a6 6¢
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a5 bf f6 2a
84 fe e2 54
After SubBytes 87 f1 8e cl
7f 18 c5 b8
29 f4 d6 95
4f 0c 3b fd
Round Key d2 49 de eb6
c9 80 7e ff
6b b4 c6 d3
b7 5e 61 c6
After AddRoundKey 55 b8 50 27
b6 98 bb 47
42 401046
f8 52 5a3b
Round1 73 8c58 8d
c1 8f 81 5b
d61041d6
3d21391d
After InvShiftRows 73 8c 58 8d
5b c1 8f 81
41 d6d6 10
2139 1d 3d
After SubBytes 8f fO 5e b4
57dd 7391
f84ada7c
7b 5b de 8b
Round Key dc 9b 97 38
90 49 fe 81
37df 72 15
b0 e9 3f a7
After AddRoundKey 53 6b c9 8c
c7948d10
cf 9538 69
cb b2 el 2c
After InvShiftRows 5a 19 b1 5d
59 9b 4c 4e
61 11 fd 4c
c103 ccac
After SubBytes 46 8e 56 8d
15 e8 5d b6
d8 e3 215d
dd d5 27 aa
Output 49 9 5a 22
0031 eaco
a9 0b 8c 3a
14 8c f1 32
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Lampiran-19. Analisis Deskripsi AES: EKO PUJI LAKSONO

EKO PUJI LAKSONO

Input bits 65 6b 6f 20
7075 6a 69
20 6c 61 6b
73 6f 6e 6f
Key bits 0f 1571 c9
47 d9 e8 59
Oc b7 ad d6
af 7f 67 98
w[0]= 0f 1571 ¢9
w[l]= 47 d9 e859
w[2] = Oc b7 ad d6
w[3]= af 7f67 98
RotWord()= 7f 67 98 af
SubWord()= d2 85 46 79
A Rcon()= d3 8546 79
w[4] = dc 9037 b0
w[5] = 9b 49 df e9
w[6] = 97 fe 72 3f
w[7]= 388115a7
RotWord()= 81 15 a7 38
SubWord()= 0c 59 5c 07
A Rcon()= Oe 59 5¢c 07
w[8] = d2c96bb7
w[9] = 49 80 b4 5e
w[10] = de 7e c6 61
w[11] = e6 ffd3c6
RotWord()= ff d3 c6 e6
SubWord()= 16 66 b4 8e
A Rcon()= 12 66 b4 8e
w[12] = c0 af df 39
w[13] = 89 2f6b 67
w[14] = 5751 ad 06
w[15] = blae7ec0
RotWord()= ae 7e c0 bl
SubWord()= e4 f3 ba c8
A Rcon()= ecf3 bac8
w[16] = 2c5c65f1
w[17] = a5730e96



w[18] = f222a390
w[19] = 43 8cdd 50
RotWord()= 8c dd 50 43
SubWord()= 64 c153 1a
A Rcon()= 74 c153 1a
w[20] = 589d 36 eb
w[21] = fdee387d
w[22] = Ofcc9b ed
w[23] = 4c4046hbd
RotWord()= 40 46 bd 4c
SubWord()= 09 5a 7a 29
A Rcon()= 295a7a29
w[24] = 71c¢7 4cc2
w[25] = 8c29 74 bf
w[26] = 83 e5ef52
w[27] = cf a5 a9 ef
RotWord()= a5 a9 ef cf
SubWord()= 06 d3 df 8a
A Rcon()= 46 d3 df 8a
w([28] = 37149348
w[29] = bb 3d e7f7
w[30] = 38 d8 08 a5
w[31] = f77dal4a
RotWord()= 7d al 4a 7
SubWord()= ff 32 d6 68
A Rcon()= 7f32 d6 68
w[32] = 48264520
w[33]= f31ba2d7
w[34]= cbc3aa72
w[35] = 3cbeOb 38
RotWord()= be 0b 38 3c
SubWord()= ae 2b 07 eb
A Rcon()= b52b 07 eb
w[36] = fd0d 42 cb
w[37]= 0e16e01c
w[38] = c5d5 4a6e
w[39] = f96b4156
RotWord()= 6b 4156 f9
SubWord()= 7f 83 b1 99
A Rcon()= 4983 b1 99
w[40] = b4 8e f3 52
w[41] = ba 98 13 4e
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w([42] = 7f4d 59 20
w([43] = 86261876
Initial state 65702073
6b 75 6¢ 6f
6f 6a 61 6e
20 69 6b 6f
Round Key b4 ba 7f 86
8e 98 4d 26
f3135918
524e2076
Round 9 d1 ca 5ff5
e5ed 2149
9c 793876
7227 4b 19
After InvShiftRows d1 ca 5f f5
49 e5 ed 21
3876 9c 79
27 4b 1972
After SubBytes 51 10 84 77
a4 2a537b
76 Of 1c af
3d cc 8e le
Round Key fd Oe c5f9
0d 16 d5 6b
42 e04a 41
cb 1c 6e 56
After AddRoundKey ac 1le 41 8e
a93c8610
34 ef 56 ee
f6 d0 e0 48
Round 8 5546 5cdl
4a e9 6a 6f
588dadcl
80 3f ee 47
After InvShiftRows 55 46 5¢c d1
6f 4a €9 6a
a9cl588d
3fee 47 80
After SubBytes ed 98 a7 51
06 5ceb 58
b7 dd 5e b4
259916 3a
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Round Key 48 f3 cb 3c
26 1b c3 be
45a2 aa 0b
20d7 7238
After AddRoundKey a5 6b 6¢ 6d
2047 28 e6
f2 7f f4 bf
05 4e 64 02
Round 7 3¢ 96 9¢ 98
c4 e6 8e 74
8f b8 b7 26
05 d5 71 fc
After InvShiftRows 3c 96 9c 98
74 c4 eb6 8e
b7 26 8f b8
d5 71 fc 05
After SubBytes 6d 35 1c e2
ca 88 f5eb6
202373 9a
b5 2c 5536
Round Key 37 bb 38 7
14 3d d8 7d
93 e708 al
48 f7 a5 4a
After AddRoundKey 5a 8e 24 15
de b5 2d 9b
b3 c47b3b
fd db fO 7¢
Round 6 00 d4 af 71
48 eb 26 aa
66 d6 ef d6
edcdedcd
After InvShiftRows 00 d4 af 71
aa48eb 26
ef d6 66 d6
cdedcded
After SubBytes 52 19 1b 2c
62 d4 3c 23
61 4ad34a
80 ae 88 ae
Round Key 71 8c 83 cf
c729e53a5
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4c 74 ef a9
c2 bf 52 ef
After AddRoundKey 23 9598 e3
a5 fd d9 86
2d 3e3ce3
42 11da 41
Round 5 ec 96 54 8c
ff b4 ec d8
2bb3a519
d1 d6 ba 8a
After InvShiftRows ec 96 54 8c
d8 ff b4 ec
a5192b b3
d6 ba 8adl
After SubBytes 83 35 fd fO
2d 7d c6 83
29 8e Ob 4b
4acOcf51
Round Key 58 fd Of 4c
9d ee cc 40
3638 9b 46
eb 7d ed bd
After AddRoundKey db c8 f2 bc
b0 93 0a c3
1f b6 90 0d
albd22ec
Round 4 17 7b a6 b2
96 87 a9 fa
62 a5 50 24
3609 15 f2
After InvShiftRows 17 7b a6 b2
fa 96 87 a9
5024 62 a5
09 15f2 36
After SubBytes 87 03 c5 3e
14 35 ea b7
6c ab ab 29
40 2f 04 24
Round Key 2c a5 2 43
5c 7322 8c
65 Oe a3 dd
f196 90 50
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After AddRoundKey ab a6 37 7d
48 46 c8 3b
09 a8 08 f4
bl b994 74
Round 3 7d 7d 78 4f
b6 68 6e 35
69 8a 8151
fo6efd ed
After InvShiftRows 7d 7d 78 4f
35 b6 68 6e
815169 8a
6e f4 ed f9
After SubBytes 1313 ¢192
d9 79 f7 45
9170 e4 cf
45 ba 53 69
Round Key c089 57 bl
af 2f 51 ae
df 6b ad 7e
3967 06 cO
After AddRoundKey d3 9a 96 23
76 56 a6 eb
4e 1b 49 b1
7cdd 55 a9
Round 2 8371 f0dc
6d 8c d5 46
2be4 77 5
52 13 7e bf
After InvShiftRows 83 71 fO dc
46 6d 8c d5
77 f52be4d
13 7e bf 52
After SubBytes 41 2c¢ 17 93
98 b3 f0 b5
02 77 Ob ae
82 8af448
Round Key d2 49 de e6
c9 80 7e ff
6b b4 c6 d3
b7 5e 61 c6
After AddRoundKey 93 65 c9 75
5133 8e4a
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69 c3 cd 7d
35d4 95 8e
Round 1 cb 18 b0 dd
a8 06 83 ef
16 3c 8a 56
eb 63 a6 a8
After InvShiftRows cb 18 b0 dd
ef a8 06 83
8a 56 16 3c
63 a6 a8 eb
After SubBytes 59 34 fc c9
61 6f a5 41
cf b9 ff 6d
00 c5 6f 3¢
Round Key dc 9b 97 38
9049 fe 81
37df 7215
b0 e9 3f a7
After AddRoundKey 85 af 6b f1
f1265bcO
f8 66 8d 78
b0 2¢ 50 9b
After InvShiftRows 45 2e 7a 99
c4 3b 0f 04
5d af 40 7a
98 ce 20 02
After SubBytes 68 c3 bd f9
88 49 fb 30
8d1b 72 bd
e2ec546a
Output 67 84 b1 56
9d 90 4c 4f
fcf3dfda
2b b5 82 f2
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Lampiran-20. Analisis Deskripsi AES: ESTU FARDANI

ESTU FARDANI

Input bits 65 73 74 75
2066 6172
64 61 6e 69
00 00 00 00
Key bits 0f 1571 c9
47 d9 e8 59
Oc b7 ad d6
af 7f 67 98
w[0]= 0f 1571 ¢9
w[l]= 47 d9 e859
w[2] = Oc b7 ad d6
w[3]= af 7f67 98
RotWord()= 7f 67 98 af
SubWord()= d2 85 46 79
A Rcon()= d3 8546 79
w[4] = dc 9037 b0
w[5] = 9b 49 df e9
w[6] = 97 fe 72 3f
w[7]= 388115a7
RotWord()= 81 15 a7 38
SubWord()= 0c 59 5c 07
A Rcon()= Oe 59 5¢c 07
w[8] = d2c96bb7
w[9] = 49 80 b4 5e
w[10] = de 7e c6 61
w[1l1l] = eb6 ffd3c6
RotWord()= ff d3 c6 e6
SubWord()= 16 66 b4 8e
A Rcon()= 12 66 b4 8e
w[12] = c0 af df 39
w[13] = 89 2f6b 67
w([14] = 5751 ad 06
w[15] = blae7ec0
RotWord()= ae 7e cO bl
SubWord()= e4 f3 ba c8
A Rcon()= ecf3 bac8
w[16] = 2c5c65f1
w[17] = a5730e96



w[18] = f222a390
w[19] = 43 8cdd 50
RotWord()= 8c dd 50 43
SubWord()= 64 c153 1a
A Rcon()= 74 c153 1a
w[20] = 589d 36 eb
w[21] = fdee387d
w[22] = Ofcc9b ed
w[23] = 4c 4046 bd
RotWord()= 40 46 bd 4c
SubWord()= 09 5a 7a 29
A Rcon()= 295a7a29
w[24] = 71c¢7 4cc2
w[25] = 8c29 74 bf
w[26] = 83 e5ef52
w[27] = cf a5 a9 ef
RotWord()= a5 a9 ef cf
SubWord()= 06 d3 df 8a
A Rcon()= 46 d3 df 8a
w([28] = 37149348
w[29] = bb 3d e7f7
w[30] = 38 d8 08 a5
w[31] = f77dal4a
RotWord()= 7d al 4a 7
SubWord()= ff 32 d6 68
A Rcon()= 7f32 d6 68
w[32] = 48264520
w[33]= f31ba2d7
w[34]= cbc3aa72
w[35] = 3cbeOb 38
RotWord()= be 0b 38 3c
SubWord()= ae 2b 07 eb
A Rcon()= b52b 07 eb
w[36] = fd0d 42 cb
w[37]= 0e16e01c
w[38] = c5d5 4a6e
w[39] = f96b4156
RotWord()= 6b 4156 f9
SubWord()= 7f 83 b1 99
A Rcon()= 4983 b1 99
w[40] = b4 8e f3 52
w[41] = ba 98 13 4e
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w([42] = 7f4d 59 20
w([43] = 86261876
Initial state 652064 00
73 66 61 00
74 61 6e 00
7572 69 00
Round Key b4 ba 7f 86
8e 98 4d 26
f3135918
524e2076
Round 9 d19a 1b 86
fd fe 2c 26
87723718
273c4976
After InvShiftRows d1 9a 1b 86
26 fd fe 2c
37188772
3c497627
After SubBytes 51 37 44 dc
2321 0c42
b2 34 eale
6d a4 Of 3d
Round Key fd Oe c5 f9
0d 16 d5 6b
42 e04a 41
cb 1c 6e 56
After AddRoundKey ac 39 81 25
2e37d929
fO d4 a0 5f

a6 b8 61 6b
Round 8 f6 e3 88 2d

b1 bf c0 35
19 ca 80 27
8af4 5107
After InvShiftRows f6 e3 88 2d
35 bl bf cO
8027 19ca
f4 51 07 8a
After SubBytes d6 4d 97 fa
d9 56 f4 1f
3a3d 8e 10
ba 70 38 cf

166



Round Key 48 f3 cb 3c
26 1b c3 be
45 a2 aa 0b
20d7 7238
After AddRoundKey 9e be 5c c6
ff4d 37 al
7f9f 24 1b
9a a7 4af7
Round 7 3d Oe 5c ee
a3 bed332
cfa22e3e
d5 d9 a4 69
After InvShiftRows 3d Oe 5c ee
32 a3 bed3
2e 3ecfa2
d9 a4 69 d5
After SubBytes 8b d7 a7 99
al715aa9
c3dl15f1la
e5 1d e4 b5
Round Key 37 bb 38 7
14 3d d8 7d
93 e708 al
48 f7 a5 4a
After AddRoundKey bc 6¢ 9f 6e
b5 4c 82 d4
503657 bb
ad ea 41 ff
Round 6 26 02 fb 37
114b 41 €9
39 bb 25 05
Fa Oe 94 25
After InvShiftRows 26 02 fb 37
e9114b 41
250539 bb
0e 94 25 fa
After SubBytes 23 6a 63 b2
ebe3ccf8
c2365bfe
d7e7c214
Round Key 71 8c 83 cf
c729e5a5
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4c 74 ef @9
c2 bf 52 ef
After AddRoundKey 52 e6 e0 7d
2cca295d
8e 42 b4 57
1558 90 fb
Round 5 7f 85 e6 15
1b 22 1e 67
724d 73 3c
f3dc 66 c2
After InvShiftRows 7f 85 e6 15
67 1b 22 1e
73 3c 72 4d
dc 66 c2 f3
After SubBytes 6b 67 f5 2f
0a 4494 e9
8f 6d 1le 65
93 d3 a8 7e
Round Key 58 fd Of 4c
9d ee cc 40
3638 9b 46
eb 7d ed bd
After AddRoundKey 33 9a fa 63
97 aa 58 a9
b9 55 85 23
78 ae 45 c3
Round 4 1e 22 1d 96
3a96d274
5e 60 a6 82
1f 1f Ob 4a
After InvShiftRows 1le 22 1d 96
74 3a 96 d2
a6 82 5e 60
1f Ob 4a 1f
After SubBytes e9 94 de 35
caa2 357f
¢5119d 90
cb 9e 5ccb
Round Key 2c a5 2 43
5c 7322 8c
65 Oe a3 dd
f196 90 50
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After AddRoundKey c¢5 31 2c 76
96 d117f3
a0 1f 3e 4d
3a 08 cc9b

Round 3 375cc976

a7 11 dfd2
db 8752 eb
82 3d 8d 1c
After InvShiftRows 37 5¢ c9 76
d2 a7 11 df
52 eb db 87
3d 8d 1c 82
After SubBytes b2 a7 12 Of
7f 89 e3 ef
48 3c9f ea
8bb4dc4 1l
Round Key c089 57 bl
af 2f 51 ae
df 6b ad 7e
3967 06 cO

After AddRoundKey 72 2e 45 be
d0 a6 b2 41
97573294
b2 d3 c2d1

Round 2 47 b6 48 ee

le fc4d 9b
b7 d7 31 ab
69 91 33 64
After InvShiftRows 47 b6 48 ee
9b 1le fc 4d
31abb7d7
913364 69
After SubBytes 16 79 d4 99
e8e9 55 65
2e0e200d
ac 66 8c e4
Round Key d2 49 de e6
c9 80 7e ff
6b b4 c6 d3
b7 5e 61 c6
After AddRoundKey c4 30 0a 7f
2169 2b9a
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45 ba e6 de
1b 38 ed 22
Round 1 33 ¢c5 b4 cd
15d2 fe 15
df e2 Oc 5e
42 2e 6¢ 9f
After InvShiftRows 33 c5 b4 cd
1515d2 fe
Oc 5e df e2
2e 6¢ 9f 42
After SubBytes 66 07 c6 80
2f 2f 7f Oc
819d ef 3b
c3 b8 6e f6
Round Key dc 9b 97 38
9049 fe 81
37df 72 15
b0 e9 3f a7
After AddRoundKey ba 9c 51 b8
bf 66 81 8d
b6 42 9d 2e
73515151
After InvShiftRows 1a c6 0b 90
al2a 1228
ff 92 8d d1
eccOe9 7d
After SubBytes 43 c7 9e 96
f19539 ee
7d 74 b4 51
83 1feb 13
Output 4c 8092 39
e44c8e91
0c9c 1936
43 46 3d 8b
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Lampiran-21. Analisis Deskripsi AES: RAHMATULLAH PRIYO KUSUMA

RAHMATULLAH PRIYO KUSUMA
Input bits 72 61 68 6d
617475 6¢
6c 61 68 20
70726979
Key bits 0f 1571 c9
47 d9 e8 59
Oc b7 ad d6
af 7f 67 98
w[0]= 0f1571c9
w[l]= 47 d9 e859
cw([2] = Oc b7 ad d6
w[3]= af 7f67 98
RotWord()= 7f 67 98 af
SubWord()= d2 85 46 79
A Rcon()= d3 8546 79
w[4] = dc 9037 b0
w[5] = 9b 49 df e9
w[6] = 97 fe 72 3f
w[7]= 388115a7
RotWord()= 81 15 a7 38
SubWord()= 0c 59 5c 07
A Rcon()= Oe 59 5¢ 07
w[8] = d2c96b b7
w[9] = 49 80 b4 5e
w[10] = de 7e c6 61
w[11] = e6 ffd3 c6
RotWord()= ff d3 c6 e6
SubWord()= 16 66 b4 8e
A Rcon()= 12 66 b4 8e
w([12] = cO af df 39
w[13] = 89 2f6b 67
w[14] = 5751 ad 06
w[15] = blae7ecO
RotWord()= ae 7e c0 bl
SubWord()= e4 f3 ba c8
A Rcon()= ecf3 bac8
w[16] = 2c5c65f1
w[17] = a5730e96
w[18] = f222a390



w[19] = 43 8c dd 50
RotWord()= 8c dd 50 43
SubWord()= 64 c153 1a
A Rcon()= 74 c153 1a
w[20] = 589d 36 eb
w[21] = fdee387d
w[22] = Ofcc9b ed
w([23] = 4c 4046 bd
RotWord()= 40 46 bd 4c
SubWord()= 09 5a 7a 29
A Rcon()= 29 5a7a29
w[24] = 71c7 4cc2
w[25] = 8c 29 74 bf
w[26] = 83 e5ef52
w[27] = cf a5 a9 ef
RotWord()= a5 a9 ef cf
SubWord()= 06 d3 df 8a
A Rcon()= 46 d3 df 8a
w[28] = 37149348
w[29] = bb 3de7f7
w([30] = 38 d808 a5
w[31] = f77dal4a
RotWord()= 7d al 4a f7
SubWord()= ff 32 d6 68
A Rcon()= 7f32 d6 68
w[32] = 48264520
w[33]= f31ba2d7
w[34]= cbc3aa72
w[35] = 3cbeOb 38
RotWord()= be Ob 38 3c
SubWord()= ae 2b 07 eb
A Rcon()= b52b 07 eb
w([36] = fd0d 42 cb
w([37]= Oe 16e01c
w[38] = c5d5 4a6e
w([39] = f96b4156
RotWord()= 6b 41 56 f9
SubWord()= 7f 83 b1 99
A Rcon()= 49 83 b1 99
w[40] = b4 8e f3 52
w[41] = ba 98 13 4e
w[42] = 7f4d 59 20
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w([43] = 86261876
Initial state 72 61 6¢ 70
61746172
68 75 68 69
6d 6¢ 20 79
Round Key b4 ba 7f 86
8e 98 4d 26
f3135918
524e2076
Round 9 c6 db 13 f6
efec2c 54
9b 663171
3f 22 00 Of
After InvShiftRows c6 db 13 f6
54 ef ec 2c
31719b 66
22 00 of 3f
After SubBytes c7 9f 82 d6
fd 618342
2e2ce8d3
94 52 fb 25
Round Key fd Oe c5 f9
0d 16 d5 6b
42 e04a 41
cb 1c 6e 56
After AddRoundKey 3a 91 47 2f
f0 77 56 29
6ccca2 92
5f4e 9573
Round 8 86 40 d1 7f
299789 a9
39d578 17
6f 66 06 26
After InvShiftRows 86 40 d1 7f
a92997 89
78 17 39 d5
66 06 26 6f
After SubBytes dc 72 51 6b
b7 4c¢ 85 {2
c1 87 5b b5
d3 a52306
Round Key 48 f3 cb 3c
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26 1b c3 be
4532 aa0b
20d7 7238
After AddRoundKey 94 81 9a 57
915746 4c
84 25 f1 be
f372513e
Round 7 1175 3fc7
e7 c2 de 4f
e5c8ac03
61 fe 3110
After InvShiftRows 11 75 3f c7
4f e7 c2 de
ac03e5c8
fe311061
After SubBytes e3 3f 2531
92 b0 a8 9c
aad52abl
Oc 2e 7c¢ d8
Round Key 37 bb 38 {7
14 3d d8 7d
93 e708al
48 f7 a5 4a
After AddRoundKey d4 84 1d c6
868d 70 el
39322210
44 d9 d9 92
Round 6 a5 cb 71 07
8a100c 35
16 a2 79 80
169b 92 17
After InvShiftRows a5cb 71 07
358a100c
79 8016 a2
9b 921716
After SubBytes 29 59 2c 38
d9 cf7c 81
af 3a ff 1a
e8 74 87 ff
Round Key 71 8c 83 cf
c729e5a5
4c 74 ef @9
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c2 bf 52 ef
After AddRoundKey 58 d5 af f7
lee699 24
e3 4e 10 b3
2acbd510
Round 5 9598 23 9¢
b4 6891 1c
2b 746138
853220c8
After InvShiftRows 95 98 23 9¢
1lcb4 6891
61382b74
32208 85
After SubBytes ad e2 32 1c
c4 c6f7 ac
d8 76 0b ca
al 54 bl 67
Round Key 58 fd Of 4c
9d ee cc 40
3638 9b 46
eb 7d ed bd

After AddRoundKey f5 1f 3d 50
5928 3bec
ee 4e 90 8c
4a 29 5cda

Round 4 92 ¢87395

28 06 31 Of
99 3951 86
2ba7d9f6

After InvShiftRows 92 c8 73 95
0f 28 06 31
51 86 99 39
a7 d9f62b

After SubBytes 74 bl 8f ad

fb ee a5 2e
70dc f9 5b
89 e5 d6 Ob
Round Key 2c a5 2 43
5c 7322 8c
65 Oe a3 dd
f196 90 50
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After AddRoundKey 58 14 7d ee
a7 9d 87 a2
15d2 5a 86
7873 46 5b
Round 3 fc 5b 99 b8
e7 e598 56
8e cd 69 e9
07 5b 8e 96
After InvShiftRows fc 5b 99 b8
56 e7 e598
69 e9 8e cd
5b 8e 96 07
After SubBytes 5557 f9 9a
b9 b0 2a e2
ed eb e6 80
57 e6 35 38
Round Key c089 57 bl
af 2f 51 ae
df 6b ad 7e
3967 06 cO
After AddRoundKey 95 de ae 2b
16 9f 7b 4c
3b 80 4b fe
6e 81 33 f8
Round 2 3a49 14 d8
8baf9291
2397 bO cf
44 319b e7
After InvShiftRows 3a 49 14 d8
91 8b af 92
b0 cf 23 97
319be7 44
After SubBytes a2 a4 9b 2d
accelb 74
fc 5f32 85
2e e8 b0 86
Round Key d2 49 de e6
c9 80 7e ff
6b b4 c6 d3
b7 5e 61 c6
After AddRoundKey 70 ed 45 cb
65 4e 65 8b
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97 eb f4 56
99 b6 d1 40
Round 1 28 e7 da d9
84 9d 97 fb
f906 61 e8
4e 8229 9c
After InvShiftRows 28 e7 da d9
fb 84 9d 97
61 e8f9 06
82299c4e
After SubBytes ee b0 7a e5
63 4f 75 85
d8 ¢8 69 a5
114c 1c b6
Round Key dc 9b 97 38
90 49 fe 81
37df72 15
b0 e9 3f a7
After AddRoundKey 32 2b ed dd
f3 06 8b 04
ef 17 1b b0
ala52311
After InvShiftRows 69 8a 4c 4e
b6 03 95 be
06 d3 b1 93
13 aa 5354
After SubBytes e4 cf 5d b6
79 d5 ad 5a
a5a9 5622
826250 fd
Output eb 8851 19
6¢c Oc 1a 25
d4 41 fb 45
4b 3b 86 65
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Lampiran-22. Analisis Deskripsi AES: RIZKI TUNJUNG SARI

RIZKI TUNJUNG SARI

Input bits 72 69 7a 6b
69 207475
6e 6a 75 6e
67 20 73 61
Key bits 0f 1571 ¢9
47 d9 e8 59
Oc b7 ad d6
af 7f 67 98
w[0]= 0f 1571 ¢9
w[l]= 47 d9 e859
w[2] = Oc b7 ad d6
w[3]= af 7f67 98
RotWord()= 7f 67 98 af
SubWord()= d2 85 46 79
A Rcon()= d3 8546 79
w[4] = dc 9037 b0
w[5] = 9b 49 df e9
w[6] = 97 fe 72 3f
w[7]= 388115a7
RotWord()= 81 15 a7 38
SubWord()= 0c 59 5c 07
A Rcon()= Oe 59 5¢c 07
w[8] = d2c96bb7
w[9] = 49 80 b4 5e
w[10] = de 7e c6 61
w[11] = e6 ffd3c6
RotWord()= ff d3 c6 e6
SubWord()= 16 66 b4 8e
A Rcon()= 12 66 b4 8e
w[12] = c0 af df 39
w[13] = 89 2f6b 67
w[14] = 5751 ad 06
w[15] = blae7ec0
RotWord()= ae 7e c0 bl
SubWord()= e4 f3 ba c8
A Rcon()= ecf3 bac8
w[16] = 2c5c65f1
w[17] = a5730e96



w[18] = f222a390
w[19] = 43 8cdd 50
RotWord()= 8c dd 50 43
SubWord()= 64 c153 1a
A Rcon()= 74 c153 1a
w[20] = 589d 36 eb
w[21] = fdee387d
w[22] = Ofcc9b ed
w[23] = 4c 4046 bd
RotWord()= 40 46 bd 4c
SubWord()= 09 5a 7a 29
A Rcon()= 295a7a29
w[24] = 71c¢7 4cc2
w[25] = 8c29 74 bf
w[26] = 83 e5ef52
w[27] = cf a5 a9 ef
RotWord()= a5 a9 ef cf
SubWord()= 06 d3 df 8a
A Rcon()= 46 d3 df 8a

w[28] = 37149348
w([29] = bb3de7f7
w([30] = 38d808 a5
w[31] = f77dal4a

RotWord()= 7d al 4a 7
SubWord()= ff 32 d6 68
A Rcon()= 7f32 d6 68
w[32] = 48264520
w[33] = f31ba2d7
w[34]= cbc3aa72
w[35] = 3cbeOb 38
RotWord()= be 0b 38 3c
SubWord()= ae 2b 07 eb
A Rcon()= b52b 07 eb
w[36] = fd 0d 42 cb
w[37]= 0e16e01c
w[38] = c5d5 4a6e
w[39] = f96b4156
RotWord()= 6b 4156 f9
SubWord()= 7f 83 b1 99
A Rcon()= 49 83 b1 99
w[40] = b4 8e f3 52
w[41] = ba 98 13 4e
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w([42] = 7f4d 59 20
w([43] = 86261876
Initial state 72 69 6e 67
69 20 6a 20
7a747573
6b 75 6e 61
Round Key b4 ba 7f 86
8e 98 4d 26
f3135918
524e2076
Round 9 c6d311el
e7 b8 27 06
8967 2c 6b
393b4e 17
After InvShiftRows c6 d3 11 el
06 e7 b8 27
2c 6b 89 67
3b4e 17 39
After SubBytes c7 a9 e3 e0
a5 b09a3d
42 05 f2 0a
49 b6 87 5b
Round Key fd Oe c5 f9
0d 16 d5 6b
42 e0 4a 41
cb 1c 6e 56
After AddRoundKey 3a a7 2619
a8 ab 4f 56
00 e5 b8 4b
82 aaed0d
Round 8 7d be 59 95
db 18 f7 5a
67 60 b7 d5
d1882113
After InvShiftRows 7d be 59 95
S5a db 18 f7
b7 d5 67 60
882113d1
After SubBytes 13 5a 15 ad
46 9f 34 26
20 b5 0a 90
97 7b 82 51
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Round Key 48 f3 cb 3c
26 1b c3 be
4532 aa0b
20d7 7238
After AddRoundKey 5b a9 de 91
60 84 f7 98
65 17 a0 9b
b7 ac f0 69
Round 7 35773 c9
fb 53 d9 15
c2 fe 7f 2e
e54c2c09
After InvShiftRows 35 77 {3 ¢9
15fb 53 d9
7f2e c2 fe
4c 2c 09 e5
After SubBytes d9 02 7e 12
2f 63 50 e5
6b c3 a8 Oc
5d 42 40 2a
Round Key 37 bb 38 7
14 3d d8 7d
93 e708 al
48 f7 a5 4a
After AddRoundKey ee b9 46 e5
3b 5e 88 98
f8 24 a0 ad
15 b5 e5 60
Round 6 e4 ¢5 cb 63
fd c0c8 78
82 b4 2050
a3 c7a8fb
After InvShiftRows e4 c5 cb 63
78 fd c0 c8
205082 b4
c7 a8 fb a3
After SubBytes ae 07 59 00
c1211fbl
54 6¢11cb6
316f6371
Round Key 71 8c 83 cf
c729e5a5
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4c 74 ef a9
c2 bf 52 ef
After AddRoundKey df 8b da cf
06 08 fa 14
18 18 fe 6f
f3d0319e
Round 5 fe c9 dc b5
7a40259d
5d cc 3d 41
eb 0e 2b 43
After InvShiftRows fe c9 dc b5
9d 7a 40 25
3d 41 5d cc
Oe2b43eb
After SubBytes 0c 12 93 d2
75bd 72 c2
8b f8 8d 27
d7 0b 64 3¢
Round Key 58 fd Of 4c
9d ee cc 40
36 389b 46
eb 7d ed bd
After AddRoundKey 54 ef 9c 9e
e8 53 be 82
bd c0 16 61
3c 76 89 81
Round 4 70 6a e4 2a
f1a00b Oe
e3 510f36
5f91 5d ee
After InvShiftRows 70 6a e4 2a
Oe f1 a0 0Ob
0f36e3 51
91 5d ee 5f
After SubBytes d0 58 ae 95
d7 2b 47 9e
fb 24 4d 70
ac 8d 99 84
Round Key 2c a5 2 43
5c 7322 8c
65 0e a3 dd
f196 90 50
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After AddRoundKey fc fd 5¢c d6
8b 58 65 12
9e 2a ee ad
5d 1b 09 d4

Round 3 e2 85 a4 90

b7 f3 b7 60
f361 bl 8a
1283 7cc7
After InvShiftRows e2 85 a4 90
60 b7 3 b7
bl18af361
837cc712
After SubBytes 3b 67 1d 96
9020 7e 20
56 cf 7e d8
41013139
Round Key c089 57 bl
af 2f 51 ae
df 6b ad 7e
396706 cO

After AddRoundKey fb ee 4a 27
3f Of 2f 8e
89 a4 d3ab
78 66 37 f9

Round 2 3d 24 37 5b
c9dd 49 1e
2528 b7 2d
ed f2 48 9e
After InvShiftRows 3d 24 37 5b

le c9dd 49
b7 2d 25 28
f2 48 9e e4
After SubBytes 8b a6 b2 57
e912c9 a4
20fac2ee
04 d4 df ae
Round Key d2 49 de e6
c9 80 7e ff
6b b4 c6 d3
b7 5e 61 c6
After AddRoundKey 59 ef 6¢ bl
2092 b7 5b
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4b 4e 04 3d
b3 8a be 68
Round 1 06 al 3e 48
69 57 aa 6b
0d 69 94 al
e3 2661 3d
After InvShiftRows 06 al 3e 48
6b 69 57 aa
94 al 0d 69
2661 3d e3
After SubBytes a5 f1d1 d4
05 e4 da 62
e7flf3ed
23 d8 8b 4d

Round Key dc 9b 97 38
9049 fe 81
37df 72 15
b0 e9 3f a7
After AddRoundKey 79 6a 46 ec
95 ad 24 e3
d02e 81f1
9331 bdea
After InvShiftRows 88 b6 6a 32
57 a7 b4 da
0307 64 59
83e476e4
After SubBytes 97 79 58 al
da 89c6 7a
d538 8c 15
41 ae Of ae
Output 98 3e 54 Oe
cf 5071 05
a4 d02172

88 f7 d9 36
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