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Analisis Akses Pengguna Internet Menggunakan Mikrotik Router Pada

PT. Information Technology Service Centre Yogyakarta

Nugroho Febriansvah Putra
NIM. 09651006

INTISARI

Di PT. Information Technology Service Centre Yogyakarta dalam
penggunaan jaringan internet sangatlah dibutuhkan, hal tersebut disebabkan oleh
derasnya arus globalisasi demi layanan informasi yang sangat tinggi agar
menghemat waktu kerja dan menginginkan langkah praktis. Kecurangan dalam
hal pengaksesan suatu informasi yang menyebabkan turunnya kinerja para
pegawai dan terganggunya jalur akses internet sangatlah merugikan bagi
perusahaan.

Metode analisis akses pengguna internet dengan Tool Torch dan MT
Syslog Daemon yang disediakan oleh Mikrotik berfungsi untuk melihat lalu lintas
jaringan apa saja yang melewati router secara realtime (pada saat itu) oleh admin,
implementasi ini diterapkan pada router mikrotik yang sudah terhubung antara
dial up modem dan switch hub sebagai perangkat kerasnya. Metode ini
bermanfaat bagi admin untuk meminimalisir terjadi kecurangan dalam setiap
akses internet milik perusahaan.

Penggunaan metode analisa akses pengguna internet yaitu dengan melihat
akses internet apa saja yang sedang berjalan digunakan untuk menjaga agar
koneksi internet tetap berjalan lancar dan meminimalisir kecurangan, namun
masih diperlukan konfigurasi manual untuk menjadikan metode ini berjalan lebih
optimal. Dari hasil analisa akses pengguna internet pada PT. Information
Technology Service Centre Yogyakarta direkomendasikan untuk lebih optimal
dalam hal pengawasan setiap pengguna akses internet milik perusahaan.

Kata kunci : Akses Internet, Mikrotik, Torch, MT Syslog Daemon.
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Analysis of User Internet Access Using Mikrotik Router On PT. Information

Technology Service Centre Yogyakarta

Nugroho Febriansyah Putra
NIM. 096510006

ABSTRACT

PT. Information Technology Service Centre of Yogyakarta in the use of
the internet network is absolutely required, it is caused by the current
globalization of the battle for the sake of information services is very high in order
to save working time and want practical steps. Cheating in terms of accessing
information that caused the decline in the performance of the employees and the
disruption of internet access points is very detrimental for the company.

Access analysis method of internet users with Tools Torch and MT Syslog
Daemon provided by Mikrotik serves to see any network traffic that passes
through the router in realtime (at the time) by the admin, this implementation is
implemented on the router mikrotik already connected between a dial-up modem
and hub switch as hardware. This method is useful for Admins to minimize
cheating occurred in each of the company's internet access.

The use of internet users access to analysis methods, naming by looking at
any internet access that is running is used to keep internet connections running
smoothly and minimize cheating, but still required manual configuration to make
this method run more optimally. From the results of the analysis of users access
the internet at PT. Information Technology Service Centre of Yogyakarta is
recommended to be optimized in terms of supervision every user of the company's
internet access.

Keywords: Internet Access, Mikrotik, Torch, MT Syslog Daemon.
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BAB I
PENDAHULUAN

1.1 Latar Belakang

Perkembangan dunia internet saat ini sangat pesat seiring dengan
peningkatan kebutuhan layanan yang cepat dan efisien. Begitu juga dengan
komunikasi data, mulai dari koneksi antar dua komputer hingga jaringan
komputer. Jaringan komputer saat ini merupakan suatu layanan yang sangat
dibutuhkan. Jaringan komputer mempunyai manfaat yang lebih dibandingkan
dengan komputer yang berdiri sendiri. Jaringan komputer memungkinkan
pemakaian berbagi secara bersama baik dalam data, perangkat lunak dan
peralatan. Sehingga sebuah kelompok kerja dapat berkomunikasi lebih efektif dan

efisien.

Tujuan utama penggunaan internet di sebuah perusahaan adalah membantu
untuk memudahkan kinerja pegawai namun pegawai cenderung lebih banyak
menggunakan internet untuk kegiatan bersifat kurang mendukung pekerjaan.
Kebebasan akses penggunaan internet terbukti dapat menimbulkan dampak
negative. Materi game terlebih pada situs jejaring facebook sangatlah mudah
diakses lewat pemanfaatan internet. Kasus ini sudah sering ditemukan di berbagai
perusahaan dan tidak menutup kemungkinan terjadi di PT. ITSC Yogyakarta.
Kekhawatiran mudahnya mengakses situs tersebut, ditambah dengan munculnya
jejaring sosial lain yang sekarang sangat digemari oleh banyak orang. Apabila

penggunaanya pada jam-jam kerja sering menggangu kinerja pegawai, sehingga



lupa untuk menyelesaikan pekerjaan, menunda pekerjaan, dan lain sebagainya

sehingga menjadi tidak sehat.

MikroTik Router Board adalah sebuah perangkat keras yang sengaja di
buat untuk menjalankan router OS mikrotik. Ketika membeli sebuah Mikrotik
Router Board biasanya sudah terinstal Router OS didalamnya. Mikrotik Router
Board dapat digunakan sebagai router jaringan yang handal, mencakup berbagai
fitur lengkap untuk mengelola sebuah jaringan komputer. Selain itu MikroTik
dapat juga berfungsi sebagai firewall filter bagi akses pengguna dan memberikan
prioritas bagi akses pengguna lain agar bisa mengakses Internet. MikroTik
bertujuan untuk melihat, mengawasi dan memonitoring lalu lintas internet yang
sedang berlangsung. Penempatan router MikroTik berada diantara modem dan
hub yang dijadikan sebagai gateway suatu jaringan. Mikrotik gateway tersebut
berfungsi untuk mendistribusikan data keluar masuknya internet dari dan ke
jaringan lainnya sehingga seluruh akses pengguna komputer yang mengakses

internet yang melewati mikrotik dapat terlihat.

Dari analisis diatas dapat ditarik kesimpulan bahwa pengelolaan jaringan
merupakan salah satu alternatif penyelesaian masalah supaya didapatkan layanan
kinerja yang efisien dan maksimal. Dengan adanya Mikrotik Router sebagai
gateway untuk memonitoring lalu lintas akses internet semoga segala aktivitas
pengguna yang diperoleh ke depan dapat membantu permasalahan yang ada.

1.2 Rumusan Masalah
Dari uraian latar belakang masalah yang telah dijabarkan di atas maka

penulis merumuskan pokok masalah yang akan di teliti adalah bagaimana cara



menganalisa akses lalu lintas internet pada sebuah jaringan internet menggunakan

MikroTik Router lalu dengan hasil yang di peroleh dapat membantu pemanfaatan

jaringan internet yang ada secara bijak sesuai aturan yang telah disepakati

bersama.

1.3

Batasan Masalah

Dalam penyusunan skripsi ini penyusun memberikan batasan masalah agar

dalam penjelasannya nanti akan lebih terarah, dan sesuai dengan yang diharapkan.

Adapun batasan masalah yang dibahas adalah :

1.4

1)

2)

3)

4)

5)

6)

Penelitian difokuskan pada jaringan kantor PT. ITSC Yogyakarta.
Alat yang digunakan Mikrotik Rb 750r2 yang sudah terinstall
Mikrotik Router OS sebagai firewall dan proxy log.

Konfigurasi Mikrotik menggunakan winbox.

Jumlah akses pengguna 4 orang pegawai yang akan dianalisa.

Fokus analisa yang akan di periksa saat user melakukan browsing
yaitu protokol, source address (sumber alamat), source port (sumber
port), destination address (tujuan alamat), destination port (tujuan
port), transmmites rate.

Untuk menampilkan hasil analisa akses internet menggunakan remote

dengan aplikasi MT Syslog Daemon yang telah disediakan Mikrotik.

Tujuan Penelitian

Adapun tujuan dari penelitian ini adalah untuk menganalisa lalu lintas

akses pengguna internet yang sedang berlangsung di PT. Information Technology

Service Centre Yogyakarta.



1.5  Manfaat Penelitian

Dengan diadakannya penelitian ini, diharapkan data hasil analisis dapat
memberikan informasi, pengetahuan dan pemahaman sebagai nantinya dapat
menjadi rekomendasi administrator terkait kinerja pegawai saat mengakses
internet.
1.6  Keaslian Penelitian

Pada Universitas Islam Negri Sunan Kalijaga Yogyakarta, sudah pernah
dilakukan penelitian tentang Mikrotik, akan tetapi untuk masalah mengenai
penelitian yang menitik beratkan tentang Analisis Akses Pengguna Internet

Menggunakan Mikrotik Router belum pernah dilakukan.



5.1

BABV

KESIMPULAN DAN SARAN

Kesimpulan

Dari penelitian berupa analisis akses pengguna internet menggunakan

mikrotik pada PT. Information Technology Service Centre Yogyakarta yang telah

dilakukan dapat disimpulkan bahwa : Dari sejumlah empat orang pengguna yang

di analisa, dua orang pengguna melakukan akses internet secara normal sesuai

dengan kebijakan dari perusahaan, sedangkan dua diantaranya melalukan

kecurangan dalam akses penggunaan internet, seperti melakukan download dan

streaming video berisi konten hiburan pada saat jam kerja.

5.2

Saran

Beberapa saran yang dapat dipertimbangkan :

Karena jaringan ini masih menggunakan jaringan skala kecil, maka hasil
yang didapat masih kurang maksimal. Diharapkan kepada peneliti
selanjutnya untuk pengembangkan metode analisa dengan perbandingan
metode logging yang lainnya menggunakan jaringan yang lebih besar.
Semoga kedepan dapat di tambahkan proxy server Intrusion Detection
System agar saat monitoring akses para pengguna dapat berjalan lebih
maksimal.

Perlu dilakukannya pemblokiran situs tertentu atau dijadwalkan agar di
saat jam kerja bisa lebih optimal dan saat jam istirahat semua akses

dibuka.
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LAMPIRAN

Lampiran 1

Analisis Akses Pengguna Tanggal 12 Agustus 2016 Pukul 17.00-18.00Wib

system, info log rule changed by admin in 12-Aug 17:6:16.63 from
192.168.88.1

system, info log rule changed by admin in 12-Aug 17:6:17.97 from
192.168.88.1

dns, packet --- got query from 192.168.66.20:63451: in 12-Aug
17:6:50.98 from 192.168.88.1

dns, packet 1d:6977 rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
12-Aug 17:6:50.99 from 192.168.88.1

dns,packet question: ssl.gstatic.com:A:IN in 12-Aug 17:6:50.99
from 192.168.88.1

dns query from 192.168.66.20: #1854 ssl.gstatic.com. A in 12-Aug
17:6:50.99 from 192.168.88.1

dns, packet --- sending udp query to 8.8.4.4:53: in 12-Aug
17:6:50.99 from 192.168.88.1

dns,packet 1d:9773 rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
12-Aug 17:6:51.0 from 192.168.88.1

dns, packet question: ssl.gstatic.com:A:IN in 12-Aug 17:6:51.0
from 192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, proto UDP,
192.168.0.105:37167->8.8.4.4:53, len 61 in 12-Aug 17:6:51.0 from
192.168.88.1

dns, packet --- got answer from 8.8.4.4:53: in 12-Aug 17:6:51.0
from 192.168.88.1

dns,packet 1d:9773 rd:1 tc:0 aa:0 gr:1 ra:1l QUERY 'no error' in
12-Aug 17:6:51.1 from 192.168.88.1

dns, packet question: ssl.gstatic.com:A:IN in 12-Aug 17:6:51.1
from 192.168.88.1

dns, packet answer: in 12-Aug 17:6:51.1 from 192.168.88.1

dns, packet <ssl.gstatic.com:A:272=74.125.68.94> in 12-Aug
17:6:51.1 from 192.168.88.1

dns, packet <ssl.gstatic.com:A:272=74.125.68.120> in 12-Aug
17:6:51.2 from 192.168.88.1

dns done query: #1854 ssl.gstatic.com 74.125.68.94 in 12-Aug
17:6:51.2 from 192.168.88.1

dns, packet --- sending reply to 192.168.66.20:63451: in 12-Aug
17:6:51.2 from 192.168.88.1

dns, packet 1d:6977 rd:1 tc:0 aa:0 gr:1 ra:1 QUERY 'no error' in
12-Aug 17:6:51.2 from 192.168.88.1

dns,packet question: ssl.gstatic.com:A:IN in 12-Aug 17:6:51.3
from 192.168.88.1

dns,packet answer: in 12-Aug 17:6:51.3 from 192.168.88.1

dns, packet <ssl.gstatic.com:A:272=74.125.68.94> in 12-Aug
17:6:51.5 from 192.168.88.1

dns, packet <ssl.gstatic.com:A:272=74.125.68.120> in 12-Aug
17:6:51.5 from 192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:a46:79:¢c8:01, proto UDP, 192.168.66.20:63452~
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>74.125.68.94:443, len 1378 in 12-Aug 17:6:51.5 from
192.168.88.1

dns, packet --- got query from 192.168.66.20:60918: in 12-Aug
17:7:27.75 from 192.168.88.1

dns,packet 1d:£f31f rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
12-Aug 17:7:27.75 from 192.168.88.1

dns, packet question: s.youtube.com:A:IN in 12-Aug 17:7:27.75
from 192.168.88.1

dns query from 192.168.66.20: #1855 s.youtube.com. A in 12-Aug
17:7:27.76 from 192.168.88.1

dns, packet --- sending udp query to 8.8.4.4:53: in 12-Aug
17:7:27.76 from 192.168.88.1

dns, packet i1id:a344 rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
12-Aug 17:7:27.76 from 192.168.88.1

dns, packet question: s.youtube.com:A:IN in 12-Aug 17:7:27.76
from 192.168.88.1

dns, packet --- got answer from 8.8.4.4:53: in 12-Aug 17:7:27.84
from 192.168.88.1

dns, packet i1id:a344 rd:1 tc:0 aa:0 gr:1 ra:1 QUERY 'no error' in
12-Aug 17:7:27.84 from 192.168.88.1

dns, packet question: s.youtube.com:A:IN in 12-Aug 17:7:27.84
from 192.168.88.1

dns, packet answer: in 12-Aug 17:7:27.85 from 192.168.88.1

dns, packet <s.youtube.com:CNAME:3136=video-stats.l.google.com>
in 12-Aug 17:7:27.85 from 192.168.88.1

dns, packet <video-stats.l.google.com:A:251=74.125.200.113> in
12-Aug 17:7:27.85 from 192.168.88.1

dns, packet <video-stats.l.google.com:A:251=74.125.200.102> in
12-Aug 17:7:27.85 from 192.168.88.1

dns, packet <video-stats.l.google.com:A:251=74.125.200.100> in
12-Aug 17:7:27.85 from 192.168.88.1

dns, packet <video-stats.l.google.com:A:251=74.125.200.139> in
12-Aug 17:7:27.85 from 192.168.88.1

dns, packet <video-stats.l.google.com:A:251=74.125.200.101> in
12-Aug 17:7:27.86 from 192.168.88.1

dns, packet <video-stats.l.google.com:A:251=74.125.200.138> in
12-Aug 17:7:27.87 from 192.168.88.1

dns done query: #1855 s.youtube.com 74.125.200.113 in 12-Aug
17:7:27.88 from 192.168.88.1

dns, packet --- sending reply to 192.168.66.20:60918: in 12-Aug
17:7:27.88 from 192.168.88.1

dns, packet 1d:£f31f rd:1 tc:0 aa:0 gr:1 ra:1 QUERY 'no error' in
12-Aug 17:7:27.89 from 192.168.88.1

dns, packet question: s.youtube.com:A:IN in 12-Aug 17:7:27.89
from 192.168.88.1

dns,packet answer: in 12-Aug 17:7:27.90 from 192.168.88.1
dns,packet <s.youtube.com:CNAME:3136=video-stats.l.google.com>
in 12-Aug 17:7:27.91 from 192.168.88.1

dns, packet <video-stats.l.google.com:A:251=74.125.200.113> in
12-Aug 17:7:27.92 from 192.168.88.1

dns, packet <video-stats.l.google.com:A:251=74.125.200.102> in
12-Aug 17:7:27.92 from 192.168.88.1

dns, packet <video-stats.l.google.com:A:251=74.125.200.100> in
12-Aug 17:7:27.93 from 192.168.88.1

dns, packet <video-stats.l.google.com:A:251=74.125.200.139> in
12-Aug 17:7:27.94 from 192.168.88.1
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dns, packet <video-stats.l.google.com:A:251=74.125.200.101> in
12-Aug 17:7:27.95 from 192.168.88.1

dns, packet <video-stats.l.google.com:A:251=74.125.200.138> in
12-Aug 17:7:27.95 from 192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, proto UDP,
192.168.0.105:37041->8.8.4.4:53, len 59 in 12-Aug 17:7:27.96
from 192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:c8:01, proto UDP, 192.168.66.20:60919-
>74.125.200.113:443, len 1378 in 12-Aug 17:7:27.97 from
192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:¢c8:01, proto TCP (SYN), 192.168.66.20:54193-
>74.125.200.113:443, len 52 in 12-Aug 17:7:28.16 from
192.168.88.1

dns, packet --- got query from 192.168.66.20:63747: in 12-Aug
17:7:43.29 from 192.168.88.1

dns, packet 1d:3a60 rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
12-Aug 17:7:43.30 from 192.168.88.1

dns,packet question: www.youtube.com:A:IN in 12-Aug 17:7:43.30
from 192.168.88.1

dns query from 192.168.66.20: #1856 www.youtube.com. A in 12-Aug
17:7:43.32 from 192.168.88.1

dns, packet --- sending udp query to 8.8.4.4:53: in 12-Aug
17:7:43.34 from 192.168.88.1

dns,packet id:dcad rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
12-Aug 17:7:43.35 from 192.168.88.1

dns, packet question: www.youtube.com:A:IN in 12-Aug 17:7:43.36
from 192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, proto UDP,
192.168.0.105:36770->8.8.4.4:53, len 61 in 12-Aug 17:7:43.39
from 192.168.88.1

dns, packet --- got answer from 8.8.4.4:53: in 12-Aug 17:7:43.45
from 192.168.88.1

dns,packet id:dcad rd:1 tc:0 aa:0 gr:1 ra:1 QUERY 'no error' in
12-Aug 17:7:43.45 from 192.168.88.1

dns, packet question: www.youtube.com:A:IN in 12-Aug 17:7:43.46
from 192.168.88.1

dns,packet answer: in 12-Aug 17:7:43.47 from 192.168.88.1

dns, packet <www.youtube.com:CNAME:85062=youtube-ui.l.google.com>
in 12-Aug 17:7:43.47 from 192.168.88.1

dns, packet <youtube-ui.l.google.com:A:278=74.125.200.91> in 12-
Aug 17:7:43.48 from 192.168.88.1

dns, packet <youtube-ui.l.google.com:A:278=74.125.200.93> in 12-
Aug 17:7:43.49 from 192.168.88.1

dns, packet <youtube-ui.l.google.com:A:278=74.125.200.190> in 12-
Aug 17:7:43.49 from 192.168.88.1

dns, packet <youtube-ui.l.google.com:A:278=74.125.200.136> in 12-
Aug 17:7:43.50 from 192.168.88.1

dns done query: #1856 www.youtube.com 74.125.200.91 in 12-Aug
17:7:43.52 from 192.168.88.1

dns, packet --- sending reply to 192.168.66.20:63747: in 12-Aug
17:7:43.53 from 192.168.88.1

dns, packet 1d:3a60 rd:1 tc:0 aa:0 gr:1 ra:1 QUERY 'no error' in
12-Aug 17:7:43.54 from 192.168.88.1

dns,packet question: www.youtube.com:A:IN in 12-Aug 17:7:43.55
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from 192.168.88.1

dns, packet answer: in 12-Aug 17:7:43.56 from 192.168.88.1

dns, packet <www.youtube.com:CNAME:85063=youtube-ui.l.google.com>
in 12-Aug 17:7:43.56 from 192.168.88.1

dns, packet <youtube-ui.l.google.com:A:278=74.125.200.91> in 12-
Aug 17:7:43.57 from 192.168.88.1

dns, packet <youtube-ui.l.google.com:A:278=74.125.200.93> in 12-
Aug 17:7:43.58 from 192.168.88.1

dns, packet <youtube-ui.l.google.com:A:278=74.125.200.190> in 12-
Aug 17:7:43.58 from 192.168.88.1

dns, packet <youtube-ui.l.google.com:A:278=74.125.200.136> in 12-
Aug 17:7:43.59 from 192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:c8:01, proto UDP, 192.168.66.20:63748-
>74.125.200.91:443, len 1378 in 12-Aug 17:7:43.60 from
192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:c8:01, proto UDP, 192.168.66.20:63750~
>74.125.68.94:443, len 1378 in 12-Aug 17:7:51.21 from
192.168.88.1

dns, packet --- got query from 192.168.66.20:61618: in 12-Aug
17:8:45.94 from 192.168.88.1

dns, packet id:foee rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
12-Aug 17:8:45.95 from 192.168.88.1

dns,packet question: plus.google.com:A:IN in 12-Aug 17:8:45.95
from 192.168.88.1

dns query from 192.168.66.20: #1857 plus.google.com. A in 12-Aug
17:8:45.96 from 192.168.88.1

dns, packet --- sending udp query to 8.8.4.4:53: in 12-Aug
17:8:45.97 from 192.168.88.1

dns,packet 1d:£456 rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
12-Aug 17:8:45.98 from 192.168.88.1

dns, packet question: plus.google.com:A:IN in 12-Aug 17:8:45.98
from 192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, proto UDP,
192.168.0.105:42413->8.8.4.4:53, len 61 in 12-Aug 17:8:46.3 from
192.168.88.1

dns, packet --- got answer from 8.8.4.4:53: in 12-Aug 17:8:46.4
from 192.168.88.1

dns,packet 1d:£456 rd:1 tc:0 aa:0 gr:1 ra:1l QUERY 'no error' in
12-Aug 17:8:46.4 from 192.168.88.1

dns, packet question: plus.google.com:A:IN in 12-Aug 17:8:46.5
from 192.168.88.1

dns,packet answer: in 12-Aug 17:8:46.6 from 192.168.88.1

dns, packet <plus.google.com:A:269=74.125.200.113> in 12-Aug
17:8:46.6 from 192.168.88.1

dns, packet <plus.google.com:A:269=74.125.200.101> in 12-Aug
17:8:46.7 from 192.168.88.1

dns, packet <plus.google.com:A:269=74.125.200.102> in 12-Aug
17:8:46.8 from 192.168.88.1

dns, packet <plus.google.com:A:269=74.125.200.138> in 12-Aug
17:8:46.8 from 192.168.88.1

dns, packet <plus.google.com:A:269=74.125.200.100> in 12-Aug
17:8:46.9 from 192.168.88.1

dns, packet <plus.google.com:A:269=74.125.200.139> in 12-Aug
17:8:46.10 from 192.168.88.1
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dns done query: #1857 plus.google.com 74.125.200.113 in 12-Aug
17:8:46.10 from 192.168.88.1

dns, packet --- sending reply to 192.168.66.20:61618: in 12-Aug
17:8:46.11 from 192.168.88.1

dns, packet id:f6e rd:1 tc:0 aa:0 gr:1 ra:1l QUERY 'no error' in
12-Aug 17:8:46.12 from 192.168.88.1

dns, packet question: plus.google.com:A:IN in 12-Aug 17:8:46.12
from 192.168.88.1

dns, packet answer: in 12-Aug 17:8:46.13 from 192.168.88.1

dns, packet <plus.google.com:A:269=74.125.200.113> in 12-Aug
17:8:46.14 from 192.168.88.1

dns, packet <plus.google.com:A:269=74.125.200.101> in 12-Aug
17:8:46.14 from 192.168.88.1

dns, packet <plus.google.com:A:269=74.125.200.102> in 12-Aug
17:8:46.15 from 192.168.88.1

dns, packet <plus.google.com:A:269=74.125.200.138> in 12-Aug
17:8:46.16 from 192.168.88.1

dns, packet <plus.google.com:A:269=74.125.200.100> in 12-Aug
17:8:46.17 from 192.168.88.1

dns, packet <plus.google.com:A:269=74.125.200.139> in 12-Aug
17:8:46.18 from 192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:c8:01, proto UDP, 192.168.66.20:61619~
>74.125.200.113:443, len 1378 in 12-Aug 17:8:46.18 from
192.168.88.1

dns, packet --- got query from 192.168.66.20:50183: in 12-Aug
17:8:50.89 from 192.168.88.1

dns, packet 1d:de95 rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
12-Aug 17:8:50.89 from 192.168.88.1

dns,packet question: csi.gstatic.com:A:IN in 12-Aug 17:8:50.90
from 192.168.88.1

dns query from 192.168.66.20: #1858 csi.gstatic.com. A in 12-Aug
17:8:50.91 from 192.168.88.1

dns, packet --- sending udp query to 8.8.4.4:53: in 12-Aug
17:8:50.91 from 192.168.88.1

dns, packet id:42ae rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
12-Aug 17:8:50.92 from 192.168.88.1

dns, packet question: csi.gstatic.com:A:IN in 12-Aug 17:8:50.93
from 192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, proto UDP,
192.168.0.105:34271->8.8.4.4:53, len 61 in 12-Aug 17:8:50.98
from 192.168.88.1

dns, packet --- got answer from 8.8.4.4:53: in 12-Aug 17:8:51.2
from 192.168.88.1

dns,packet id:42ae rd:1 tc:0 aa:0 gr:1 ra:1l QUERY 'no error' in
12-Aug 17:8:51.3 from 192.168.88.1

dns, packet question: csi.gstatic.com:A:IN in 12-Aug 17:8:51.4
from 192.168.88.1

dns,packet answer: in 12-Aug 17:8:51.4 from 192.168.88.1

dns, packet <csi.gstatic.com:A:239=216.58.212.131> in 12-Aug
17:8:51.5 from 192.168.88.1

dns, packet <csi.gstatic.com:A:239=216.58.212.163> in 12-Aug
17:8:51.6 from 192.168.88.1

dns, packet <csi.gstatic.com:A:239=216.58.212.195> in 12-Aug
17:8:51.7 from 192.168.88.1

dns, packet <csi.gstatic.com:A:239=216.58.212.227> in 12-Aug
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17:8:51.7 from 192.168.88.1

dns, packet <csi.gstatic.com:A:239=172.217.18.131> in 12-Aug
17:8:51.8 from 192.168.88.1

dns, packet <csi.gstatic.com:A:239=216.58.201.163> in 12-Aug
17:8:51.9 from 192.168.88.1

dns, packet <csi.gstatic.com:A:239=216.58.209.99> in 12-Aug
17:8:51.9 from 192.168.88.1

dns, packet <csi.gstatic.com:A:239=216.58.209.131> in 12-Aug
17:8:51.10 from 192.168.88.1

dns done query: #1858 csi.gstatic.com 216.58.212.131 in 12-Aug
17:8:51.11 from 192.168.88.1

dns, packet --- sending reply to 192.168.66.20:50183: in 12-Aug
17:8:51.11 from 192.168.88.1

dns, packet 1d:de95 rd:1 tc:0 aa:0 gr:1 ra:1 QUERY 'no error' in
12-Aug 17:8:51.12 from 192.168.88.1

dns,packet question: csi.gstatic.com:A:IN in 12-Aug 17:8:51.13
from 192.168.88.1

dns, packet answer: in 12-Aug 17:8:51.13 from 192.168.88.1
dns, packet <csi.gstatic.com:A:239=216.58.212.131> in 12-Aug
17:8:51.14 from 192.168.88.1

dns, packet <csi.gstatic.com:A:239=216.58.212.163> in 12-Aug
17:8:51.15 from 192.168.88.1

dns, packet <csi.gstatic.com:A:239=216.58.212.195> in 12-Aug
17:8:51.15 from 192.168.88.1

dns, packet <csi.gstatic.com:A:239=216.58.212.227> in 12-Aug
17:8:51.16 from 192.168.88.1

dns, packet <csi.gstatic.com:A:239=172.217.18.131> in 12-Aug
17:8:51.16 from 192.168.88.1

dns, packet <csi.gstatic.com:A:239=216.58.201.163> in 12-Aug
17:8:51.17 from 192.168.88.1

dns, packet <csi.gstatic.com:A:239=216.58.209.99> in 12-Aug
17:8:51.18 from 192.168.88.1

dns, packet <csi.gstatic.com:A:239=216.58.209.131> in 12-Aug
17:8:51.19 from 192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:¢c8:01, proto UDP, 192.168.66.20:50184-
>216.58.212.131:443, len 1378 in 12-Aug 17:8:51.19 from
192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:¢c8:01, proto TCP (SYN), 192.168.66.20:54194-
>216.58.212.131:443, len 52 in 12-Aug 17:8:52.73 from
192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:¢c8:01, proto TCP (SYN), 192.168.66.20:54195-
>216.58.212.131:443, len 52 in 12-Aug 17:8:52.98 from
192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:¢c8:01, proto UDP, 192.168.66.20:50187-
>74.125.68.94:443, len 1378 in 12-Aug 17:9:6.28 from
192.168.88.1

firewall, info srcnat: in: (none) out:etherl-INET, src-mac
54:04:a46:79:¢c8:01, proto UDP, 192.168.66.20:50189~
>74.125.200.113:443, len 1378 in 12-Aug 17:9:27.84 from
192.168.88.1

firewall, info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:¢c8:01, proto UDP, 192.168.66.20:50192-
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>74.125.200.113:443,
192.168.88.1

len

firewall,info srcnat: in:

54:04:26:79:¢c8:01, proto
>74.125.200.113:443, len
192.168.88.1

firewall,info srcnat: in:

54:04:26:79:¢c8:01, proto
>216.58.212.131:443, len
192.168.88.1

firewall,info srcnat: in:

54:04:26:79:¢c8:01, proto
>216.58.212.131:443, len
192.168.88.1

firewall,info srcnat: in:

54:04:26:79:¢c8:01, proto
>74.125.200.139:443, len
192.168.88.1

firewall,info srcnat: in:

54:04:26:79:¢c8:01,
>74.125.200.91:443,
192.168.88.1

proto

firewall,info srcnat: in:

54:04:26:79:¢c8:01, proto
>74.125.200.139:443, len
192.168.88.1

firewall,info srcnat: in:

54:04:26:79:¢8:01,
>74.125.68.94:443,
192.168.88.1

dns, packet --- got query

proto

17:10:49.19 from 192.168.
dns, packet id:bcf7 rd:1 tc:0 aa:0 gr:0 ra:0 QUERY

1378 in 12-Aug 17:9:46.34 from

(none) out:etherl-INET, src-mac
TCP (SYN), 192.168.66.20:54196-
52 in 12-Aug 17:9:46.47 from

(none) out:etherl-INET, src-mac
TCP (ACK), 192.168.66.20:54195-
41 in 12-Aug 17:9:48.83 from

(none) out:etherl-INET, src-mac
UDP, 192.168.66.20:50194-
1378 in 12-Aug 17:10:0.18 from

(none) out:etherl-INET, src-mac
UDP, 192.168.66.20:50196-
1378 in 12-Aug 17:10:34.36 from

(none) out:etherl-INET, src-mac
UDP, 192.168.66.20:50197-

len 1378 in 12-Aug 17:10:34.37 from

(none) out:etherl-INET, src-mac
TCP (SYN), 192.168.66.20:54197-
52 in 12-Aug 17:10:34.66 from

(none) out:etherl-INET, src-mac
UDP, 192.168.66.20:50199-

len 1378 in 12-Aug 17:10:36.5 from

from 192.168.66.20:59590:
88.1

12-Aug 17:10:49.20 from 192.168.88.1

dns, packet question:
from 192.168.88.1

dns query from 192.168.66.20:
17:10:49.21 from 192.168.
dns done query: #1859 dns name exists,

il.ytimg.com:A:IN in 12-Aug 17:10:49.21

88.1

in 12-Aug 17:10:49.22 from 192.168.88.1

dns,packet --- sending reply to 192.168.66.20:59590:
17:10:49.23 from 192.168.
dns, packet id:bcf7 rd:1 tc:0 aa:0 gr:1 ra:1 QUERY

88.1

12-Aug 17:10:49.24 from 192.168.88.1

dns, packet question:
from 192.168.88.1
dns,packet answer:
17:10:49.26 from 192.
17:10:49.27 from 192.
17:10:49.27 from 192.

17:10:49.28 from 192.

in 12-
dns,packet <il.ytimg.com:
168.
dns,packet <il.ytimg.com:
168.
dns,packet <il.ytimg.com:
168.
dns,packet <il.ytimg.com:
168.
dns,packet <il.ytimg.com:

il.ytimg.com:A:IN in 12-Aug 17:10:49.25

Aug 17:10:49.25 from 192.168.88.1

A:2010=74.125.200.102> in
88.1
A:2010=74.125.200.113> in
88.1
A:2010=74.125.200.138> in
88.1
A:2010=74.125.200.139> in
88.1
A:2010=74.125.200.100> in

12-Aug
12-Aug
12-Aug
12-Aug

12-Aug

in 12-Aug

'no error'

#1859 il.ytimg.com. A in 12-Aug

'no error'

in

but no appropriate record

in 12-Aug

in
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17:10:49.29 from 192.168.88.1

dns, packet <il.ytimg.com:A:2010=74.125.200.101> in 12-Aug
17:10:49.29 from 192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:a26:79:¢c8:01, proto UDP, 192.168.66.20:59592-
>74.125.200.113:443, len 1378 in 12-Aug 17:10:55.23 from
192.168.88.1

dns, packet --- got query from 192.168.66.20:51366: in 12-Aug
17:10:59.29 from 192.168.88.1

dns,packet 1d:9644 rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
12-Aug 17:10:59.29 from 192.168.88.1

dns, packet question: i9.ytimg.com:A:IN in 12-Aug 17:10:59.30
from 192.168.88.1

dns query from 192.168.66.20: #1860 i9.ytimg.com. A in 12-Aug
17:10:59.31 from 192.168.88.1

dns, packet --- sending udp query to 8.8.4.4:53: in 12-Aug
17:10:59.31 from 192.168.88.1

dns, packet id:de91 rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
12-Aug 17:10:59.32 from 192.168.88.1

dns,packet question: i9.ytimg.com:A:IN in 12-Aug 17:10:59.33
from 192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, proto UDP,
192.168.0.105:46425->8.8.4.4:53, len 58 in 12-Aug 17:10:59.38
from 192.168.88.1

dns,packet --- got answer from 8.8.4.4:53: in 12-Aug 17:10:59.65
from 192.168.88.1

dns, packet id:de91 rd:1 tc:0 aa:0 gr:1 ra:1 QUERY 'no error' in
12-Aug 17:10:59.66 from 192.168.88.1

dns, packet question: i9.ytimg.com:A:IN in 12-Aug 17:10:59.67
from 192.168.88.1

dns,packet answer: in 12-Aug 17:10:59.67 from 192.168.88.1
dns, packet <i9.ytimg.com:CNAME:2069=ytimg.l.google.com> in 12-
Aug 17:10:59.68 from 192.168.88.1

dns, packet <ytimg.l.google.com:A:280=74.125.130.101> in 12-Aug
17:10:59.69 from 192.168.88.1

dns, packet <ytimg.l.google.com:A:280=74.125.130.139> in 12-Aug
17:10:59.69 from 192.168.88.1

dns, packet <ytimg.l.google.com:A:280=74.125.130.102> in 12-Aug
17:10:59.70 from 192.168.88.1

dns, packet <ytimg.l.google.com:A:280=74.125.130.100> in 12-Aug
17:10:59.71 from 192.168.88.1

dns, packet <ytimg.l.google.com:A:280=74.125.130.113> in 12-Aug
17:10:59.72 from 192.168.88.1

dns, packet <ytimg.l.google.com:A:280=74.125.130.138> in 12-Aug
17:10:59.73 from 192.168.88.1

dns done query: #1860 i9.ytimg.com 74.125.130.101 in 12-Aug
17:10:59.74 from 192.168.88.1

dns, packet --- sending reply to 192.168.66.20:51366: in 12-Aug
17:10:59.74 from 192.168.88.1

dns,packet 1d:9644 rd:1 tc:0 aa:0 gr:1 ra:1l QUERY 'no error' in
12-Aug 17:10:59.75 from 192.168.88.1

dns,packet question: i9.ytimg.com:A:IN in 12-Aug 17:10:59.76
from 192.168.88.1

dns,packet answer: in 12-Aug 17:10:59.76 from 192.168.88.1
dns,packet <i9.ytimg.com:CNAME:2069=ytimg.l.google.com> in 12-
Aug 17:10:59.77 from 192.168.88.1
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dns, packet <ytimg.l.google.com:A:280=74.125.130.101> in 12-Aug
17:10:59.78 from 192.168.88.1

dns, packet <ytimg.l.google.com:A:280=74.125.130.139> in 12-Aug
17:10:59.78 from 192.168.88.1

dns, packet <ytimg.l.google.com:A:280=74.125.130.102> in 12-Aug
17:10:59.79 from 192.168.88.1

dns, packet <ytimg.l.google.com:A:280=74.125.130.100> in 12-Aug
17:10:59.80 from 192.168.88.1

dns, packet <ytimg.l.google.com:A:280=74.125.130.113> in 12-Aug
17:10:59.80 from 192.168.88.1

dns, packet <ytimg.l.google.com:A:280=74.125.130.138> in 12-Aug
17:10:59.81 from 192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:¢c8:01, proto UDP, 192.168.66.20:51367-
>74.125.130.101:443, len 1378 in 12-Aug 17:10:59.82 from
192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:¢c8:01, proto TCP (SYN), 192.168.66.20:54198-
>74.125.130.101:443, len 52 in 12-Aug 17:11:0.3 from
192.168.88.1

dns, packet --- got query from 192.168.66.20:54648: in 12-Aug
17:11:1.76 from 192.168.88.1

dns, packet id:751la rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
12-Aug 17:11:1.76 from 192.168.88.1

dns, packet question: clients4.google.com:A:IN in 12-Aug
17:11:1.77 from 192.168.88.1

dns query from 192.168.66.20: #1861 clients4.google.com. A in
12-Aug 17:11:1.78 from 192.168.88.1

dns, packet --- sending udp query to 8.8.4.4:53: in 12-Aug
17:11:1.78 from 192.168.88.1

dns,packet 1d:3054 rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
12-Aug 17:11:1.79 from 192.168.88.1

dns, packet question: clients4d.google.com:A:IN in 12-Aug
17:11:1.80 from 192.168.88.1

dns,packet --- got answer from 8.8.4.4:53: in 12-Aug 17:11:1.80
from 192.168.88.1

dns, packet 1d:3054 rd:1 tc:0 aa:0 gr:1 ra:1 QUERY 'no error' in
12-Aug 17:11:1.81 from 192.168.88.1

dns, packet question: clients4d.google.com:A:IN in 12-Aug
17:11:1.82 from 192.168.88.1

dns,packet answer: in 12-Aug 17:11:1.83 from 192.168.88.1

dns, packet <clients4.google.com:CNAME:254=clients.l.google.com>
in 12-Aug 17:11:1.84 from 192.168.88.1

dns, packet <clients.l.google.com:A:265=74.125.200.101> in 12-Aug
17:11:1.84 from 192.168.88.1

dns, packet <clients.l.google.com:A:265=74.125.200.102> in 12-Aug
17:11:1.85 from 192.168.88.1

dns, packet <clients.l.google.com:A:265=74.125.200.139> in 12-Aug
17:11:1.86 from 192.168.88.1

dns, packet <clients.l.google.com:A:265=74.125.200.138> in 12-Aug
17:11:1.87 from 192.168.88.1

dns, packet <clients.l.google.com:A:265=74.125.200.100> in 12-Aug
17:11:1.87 from 192.168.88.1

dns, packet <clients.l.google.com:A:265=74.125.200.113> in 12-Aug
17:11:1.88 from 192.168.88.1

dns done query: #1861 clients4.google.com 74.125.200.101 in 12-
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Aug 17:11:1.89 from 192.168.88.1

dns, packet --- sending reply to 192.168.66.20:54648: in 12-Aug
17:11:1.90 from 192.168.88.1

dns, packet id:751la rd:1 tc:0 aa:0 gr:1 ra:1 QUERY 'no error' in
12-Aug 17:11:1.90 from 192.168.88.1

dns, packet question: clients4.google.com:A:IN in 12-Aug
17:11:1.91 from 192.168.88.1

dns, packet answer: in 12-Aug 17:11:1.92 from 192.168.88.1

dns, packet <clients4.google.com:CNAME:254=clients.l.google.com>
in 12-Aug 17:11:1.92 from 192.168.88.1

dns, packet <clients.l.google.com:A:265=74.125.200.101> in 12-Aug
17:11:1.93 from 192.168.88.1

dns, packet <clients.l.google.com:A:265=74.125.200.102> in 12-Aug
17:11:1.94 from 192.168.88.1

dns, packet <clients.l.google.com:A:265=74.125.200.139> in 12-Aug
17:11:1.95 from 192.168.88.1

dns, packet <clients.l.google.com:A:265=74.125.200.138> in 12-Aug
17:11:1.95 from 192.168.88.1

dns, packet <clients.l.google.com:A:265=74.125.200.100> in 12-Aug
17:11:1.96 from 192.168.88.1

dns, packet <clients.l.google.com:A:265=74.125.200.113> in 12-Aug
17:11:1.97 from 192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, proto UDP,
192.168.0.105:58239->8.8.4.4:53, len 65 in 12-Aug 17:11:1.97
from 192.168.88.1

firewall, info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:¢c8:01, proto UDP, 192.168.66.20:54649-
>74.125.200.101:443, len 1378 in 12-Aug 17:11:1.98 from
192.168.88.1

firewall, info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:¢c8:01, proto TCP (SYN), 192.168.66.20:54199-
>74.125.200.101:443, len 52 in 12-Aug 17:11:2.6 from
192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:¢c8:01, proto UDP, 192.168.66.20:54651-
>74.125.68.155:443, len 1378 in 12-Aug 17:11:21.21 from
192.168.88.1

dns, packet --- got query from 192.168.66.20:52087: in 12-Aug
17:11:21.76 from 192.168.88.1

dns,packet 1d:2313 rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
12-Aug 17:11:21.77 from 192.168.88.1

dns, packet question: clientsl.google.com:A:IN in 12-Aug
17:11:21.77 from 192.168.88.1

dns query from 192.168.66.20: #1862 clientsl.google.com. A in
12-Aug 17:11:21.78 from 192.168.88.1

dns, packet --- sending udp query to 8.8.4.4:53: in 12-Aug
17:11:21.79 from 192.168.88.1

dns, packet 1d:374b rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
12-Aug 17:11:21.79 from 192.168.88.1

dns, packet question: clientsl.google.com:A:IN in 12-Aug
17:11:21.80 from 192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, proto UDP,
192.168.0.105:33100->8.8.4.4:53, len 65 in 12-Aug 17:11:21.85
from 192.168.88.1

dns,packet --- got answer from 8.8.4.4:53: in 12-Aug 17:11:21.89
from 192.168.88.1
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dns,packet 1d:374b rd:1 tc:0 aa:0 gr:1 ra:1l QUERY 'no error' in
12-Aug 17:11:21.89 from 192.168.88.1

dns, packet question: clientsl.google.com:A:IN in 12-Aug
17:11:21.90 from 192.168.88.1

dns,packet answer: in 12-Aug 17:11:21.91 from 192.168.88.1

dns, packet <clientsl.google.com:CNAME:222=clients.l.google.com>
in 12-Aug 17:11:21.91 from 192.168.88.1

dns, packet <clients.l.google.com:A:296=74.125.200.100> in 12-Aug
17:11:21.92 from 192.168.88.1

dns, packet <clients.l.google.com:A:296=74.125.200.113> in 12-Aug
17:11:21.93 from 192.168.88.1

dns, packet <clients.l.google.com:A:296=74.125.200.138> in 12-Aug
17:11:21.93 from 192.168.88.1

dns, packet <clients.l.google.com:A:296=74.125.200.101> in 12-Aug
17:11:21.94 from 192.168.88.1

dns, packet <clients.l.google.com:A:296=74.125.200.139> in 12-Aug
17:11:21.95 from 192.168.88.1

dns, packet <clients.l.google.com:A:296=74.125.200.102> in 12-Aug
17:11:21.96 from 192.168.88.1

dns done query: #1862 clientsl.google.com 74.125.200.139 in 12-
Aug 17:11:21.97 from 192.168.88.1

dns, packet --- sending reply to 192.168.66.20:52087: in 12-Aug
17:11:21.98 from 192.168.88.1

dns, packet 1d:2313 rd:1 tc:0 aa:0 gr:1 ra:1 QUERY 'no error' in
12-Aug 17:11:21.98 from 192.168.88.1

dns, packet question: clientsl.google.com:A:IN in 12-Aug
17:11:21.99 from 192.168.88.1

dns, packet answer: in 12-Aug 17:11:22.0 from 192.168.88.1

dns, packet <clientsl.google.com:CNAME:222=clients.l.google.com>
in 12-Aug 17:11:22.1 from 192.168.88.1

dns, packet <clients.l.google.com:A:296=74.125.200.139> in 12-Aug
17:11:22.1 from 192.168.88.1

dns, packet <clients.l.google.com:A:296=74.125.200.138> in 12-Aug
17:11:22.2 from 192.168.88.1

dns, packet <clients.l.google.com:A:296=74.125.200.100> in 12-Aug
17:11:22.3 from 192.168.88.1

dns, packet <clients.l.google.com:A:296=74.125.200.113> in 12-Aug
17:11:22.3 from 192.168.88.1

dns, packet <clients.l.google.com:A:296=74.125.200.101> in 12-Aug
17:11:22.4 from 192.168.88.1

dns, packet <clients.l.google.com:A:296=74.125.200.102> in 12-Aug
17:11:22.5 from 192.168.88.1

dns, packet --- got query from 192.168.66.20:64197: in 12-Aug
17:11:26.64 from 192.168.88.1

dns,packet 1d:331d rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
12-Aug 17:11:26.65 from 192.168.88.1

dns, packet question: docs.google.com:A:IN in 12-Aug 17:11:26.65
from 192.168.88.1

dns query from 192.168.66.20: #1863 docs.google.com. A in 12-Aug
17:11:26.66 from 192.168.88.1

dns, packet --- sending udp query to 8.8.4.4:53: in 12-Aug
17:11:26.67 from 192.168.88.1

dns, packet 1d:6474 rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
12-Aug 17:11:26.67 from 192.168.88.1

dns, packet question: docs.google.com:A:IN in 12-Aug 17:11:26.68
from 192.168.88.1
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dns, packet --- got answer from 8.8.4.4:53: in 12-Aug 17:11:26.73
from 192.168.88.1

dns, packet 1d:6474 rd:1 tc:0 aa:0 gr:1 ra:1 QUERY 'no error' in
12-Aug 17:11:26.74 from 192.168.88.1

dns, packet question: docs.google.com:A:IN in 12-Aug 17:11:26.75
from 192.168.88.1

dns, packet answer: in 12-Aug 17:11:26.76 from 192.168.88.1

dns, packet <docs.google.com:A:267=216.58.221.78> in 12-Aug
17:11:26.76 from 192.168.88.1

dns done query: #1863 docs.google.com 216.58.221.78 in 12-Aug
17:11:26.77 from 192.168.88.1

dns, packet --- sending reply to 192.168.66.20:64197: in 12-Aug
17:11:26.78 from 192.168.88.1

dns, packet 1d:331d rd:1 tc:0 aa:0 gr:1 ra:1 QUERY 'no error' in
12-Aug 17:11:26.78 from 192.168.88.1

dns, packet question: docs.google.com:A:IN in 12-Aug 17:11:26.79
from 192.168.88.1

dns, packet answer: in 12-Aug 17:11:26.80 from 192.168.88.1

dns, packet <docs.google.com:A:267=216.58.221.78> in 12-Aug
17:11:26.80 from 192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, proto UDP,
192.168.0.105:45079->8.8.4.4:53, len 61 in 12-Aug 17:11:26.81
from 192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:¢c8:01, proto UDP, 192.168.66.20:64198-
>216.58.221.78:443, len 1378 in 12-Aug 17:11:26.85 from
192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:c8:01, proto TCP (SYN), 192.168.66.20:54200-
>216.58.221.78:443, len 52 in 12-Aug 17:11:26.95 from
192.168.88.1

dns, packet --- got query from 192.168.66.20:64755: in 12-Aug
17:11:31.9 from 192.168.88.1

dns, packet 1d:a630 rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
12-Aug 17:11:31.9 from 192.168.88.1

dns, packet question: apis.google.com:A:IN in 12-Aug 17:11:31.10
from 192.168.88.1
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dns, packet question: csi.gstatic.com:A:IN in 13-Aug 13:40:59.48
from 192.168.88.1

dns,packet answer: in 13-Aug 13:41:0.16 from 192.168.88.1
dns, packet <csi.gstatic.com:A:238=216.58.212.131> in 13-Aug
13:41:0.16 from 192.168.88.1

dns, packet <csi.gstatic.com:A:238=216.58.212.163> in 13-Aug
13:41:0.16 from 192.168.88.1

dns, packet <csi.gstatic.com:A:238=216.58.212.195> in 13-Aug
13:41:0.16 from 192.168.88.1

dns, packet <csi.gstatic.com:A:238=216.58.212.227> in 13-Aug
13:41:0.16 from 192.168.88.1

dns, packet <csi.gstatic.com:A:238=172.217.18.131> in 13-Aug
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13:41:0.16 from 192.168.88.1

dns, packet <csi.gstatic.com:A:238=216.58.201.163> in 13-Aug
13:41:0.16 from 192.168.88.1

dns, packet <csi.gstatic.com:A:238=216.58.209.99> in 13-Aug
13:41:0.16 from 192.168.88.1

dns, packet <csi.gstatic.com:A:238=216.58.209.131> in 13-Aug
13:41:0.16 from 192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, proto UDP,
192.168.0.105:37853->8.8.8.8:53, len 61 in 13-Aug 13:41:0.16 from
192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:¢c8:01, proto UDP, 192.168.66.20:52026-
>216.58.212.131:443, len 1378 in 13-Aug 13:41:0.16 from

192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:¢c8:01, proto TCP (SYN), 192.168.66.20:59907-
>216.58.212.131:443, len 52 in 13-Aug 13:41:0.17 from 192.168.88.1
firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:¢c8:01, proto TCP (SYN), 192.168.66.20:59908-
>216.58.212.131:443, len 52 in 13-Aug 13:41:0.31 from 192.168.88.1
dns, packet --- got query from 192.168.66.20:53880: in 13-Aug
13:41:12.64 from 192.168.88.1

dns, packet id:6c2e rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in

13-Aug 13:41:12.64 from 192.168.88.1

dns, packet question: m.addthis.com:A:IN in 13-Aug 13:41:12.64 from
192.168.88.1

dns query from 192.168.66.20:
13:41:12.64 from 192.168.88.1
dns, packet --- sending udp query to 8.8.8.8:53:
13:41:12.64 from 192.168.88.1

dns,packet 1d:b508 rd:1 tc:0 aa:0 gr:0 ra:0 QUERY
13-Aug 13:41:12.64 from 192.168.88.1

dns, packet question: m.addthis.com:A:IN in 13-Aug 13:41:12.64 from
192.168.88.1

dns,packet --- got answer from 8.8.8.8:53:
from 192.168.88.1

dns, packet 1d:b508 rd:1 tc:0 aa:0 gr:1 ra:1 QUERY
13-Aug 13:41:12.64 from 192.168.88.1

dns, packet question: m.addthis.com:A:IN in 13-Aug
192.168.88.1

dns, packet answer: in 13-Aug 13:41:12.64 from 192
dns, packet <m.addthis.com:CNAME:280=m.addthisedge
13:41:12.65 from 192.168.88.1

dns, packet
<m.addthisedge.com:CNAME:27=m.addthisedge.com.cdn
in 13-Aug 13:41:12.65 from 192.168.88.1

dns, packet
<m.addthisedge.com.cdn.cloudflare.net:A:168=104.16.27.235> in 13-
Aug 13:41:12.65 from 192.168.88.1

dns, packet
<m.addthisedge.com.cdn.cloudflare.net:A:168=104.16.26.235> in 13-
Aug 13:41:12.65 from 192.168.88.1

dns, packet
<m.addthisedge.com.cdn.cloudflare.net:A:168=104.16.24.235> in 13-
Aug 13:41:12.65 from 192.168.88.1

dns, packet

#3924 m.addthis.com. A in 13-Aug
in 13-Aug
'no error' in
in 13-Aug 13:41:12.64
'no error' in
13:41:12.64 from
.168.88.1

.com> in 13-Aug

.cloudflare.net>
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<m.addthisedge.com.cdn.cloudflare.net:A:168=104.16.25.235> in 13-
Aug 13:41:12.65 from 192.168.88.1

dns, packet
<m.addthisedge.com.cdn.cloudflare.net:A:168=104.16.23.235> in 13-
Aug 13:41:12.65 from 192.168.88.1

dns done query: #3924 m.addthis.com 104.16.27.235 in 13-Aug
13:41:12.65 from 192.168.88.1

dns, packet --- sending reply to 192.168.66.20:53880: in 13-Aug
13:41:12.65 from 192.168.88.1

dns, packet id:6c2e rd:1 tc:0 aa:0 gr:1 ra:1l QUERY 'no error' in
13-Aug 13:41:12.65 from 192.168.88.1

dns, packet question: m.addthis.com:A:IN in 13-Aug 13:41:12.65 from
192.168.88.1

dns, packet answer: in 13-Aug 13:41:12.66 from 192.168.88.1
dns,packet <m.addthis.com:CNAME:280=m.addthisedge.com> in 13-Aug
13:41:12.66 from 192.168.88.1

dns, packet
<m.addthisedge.com:CNAME:27=m.addthisedge.com.cdn.cloudflare.net>
in 13-Aug 13:41:12.66 from 192.168.88.1

dns, packet
<m.addthisedge.com.cdn.cloudflare.net:A:168=104.16.27.235> in 13-
Aug 13:41:12.66 from 192.168.88.1

dns, packet
<m.addthisedge.com.cdn.cloudflare.net:A:168=104.16.26.235> in 13-
Aug 13:41:12.66 from 192.168.88.1

dns, packet
<m.addthisedge.com.cdn.cloudflare.net:A:168=104.16.24.235> in 13-
Aug 13:41:12.66 from 192.168.88.1

dns, packet
<m.addthisedge.com.cdn.cloudflare.net:A:168=104.16.25.235> in 13-
Aug 13:41:12.66 from 192.168.88.1

dns, packet
<m.addthisedge.com.cdn.cloudflare.net:A:168=104.16.23.235> in 13-
Aug 13:41:12.67 from 192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, proto UDP,
192.168.0.105:42901->8.8.8.8:53, len 59 in 13-Aug 13:41:12.74 from
192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:¢c8:01, proto TCP (SYN), 192.168.66.20:59909-
>203.114.72.72:80, len 52 in 13-Aug 13:41:12.75 from 192.168.88.1
firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:¢c8:01, proto TCP (SYN), 192.168.66.20:59910-
>104.16.27.235:80, len 52 in 13-Aug 13:41:12.75 from 192.168.88.1
firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:¢c8:01, proto TCP (ACK), 192.168.66.20:59818-
>74.125.200.95:80, len 41 in 13-Aug 13:41:13.72 from 192.168.88.1
firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:¢c8:01, proto TCP (ACK), 192.168.66.20:59820-
>74.125.200.95:80, len 41 in 13-Aug 13:41:13.72 from 192.168.88.1
firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:¢c8:01, proto TCP (ACK), 192.168.66.20:59819-
>74.125.200.95:80, len 41 in 13-Aug 13:41:13.72 from 192.168.88.1
dns, packet --- got query from 192.168.88.11:49344: in 13-Aug
13:41:17.9 from 192.168.88.1

dns,packet 1d:36d9 rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
13-Aug 13:41:17.9 from 192.168.88.1
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dns, packet question: www.facebook.com:A:IN in 13-Aug 13:41:17.9
from 192.168.88.1

dns query from 192.168.88.11: #3925 www.facebook.com. A in 13-Aug
13:41:17.9 from 192.168.88.1

dns, packet --- sending udp query to 8.8.8.8:53: in 13-Aug
13:41:17.9 from 192.168.88.1

dns, packet id:fef rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in 13-
Aug 13:41:17.9 from 192.168.88.1

dns, packet question: www.facebook.com:A:IN in 13-Aug 13:41:17.10
from 192.168.88.1

dns,packet --- got answer from 8.8.8.8:53: in 13-Aug 13:41:17.10
from 192.168.88.1

dns, packet id:fef rd:1 tc:0 aa:0 gr:1 ra:1 QUERY 'no error' in 13-
Aug 13:41:17.10 from 192.168.88.1

dns, packet question: www.facebook.com:A:IN in 13-Aug 13:41:17.10
from 192.168.88.1

dns, packet answer: in 13-Aug 13:41:17.10 from 192.168.88.1

dns, packet <www.facebook.com:CNAME:3540=star-
mini.cl0r.facebook.com> in 13-Aug 13:41:17.10 from 192.168.88.1
dns, packet <star-mini.clOr.facebook.com:A:51=31.13.78.35> in 13-
Aug 13:41:17.10 from 192.168.88.1

dns, packet authority: in 13-Aug 13:41:17.10 from 192.168.88.1

dns, packet <clOr.facebook.com:NS:3599=a.ns.cl0r.facebook.com> in
13-Aug 13:41:17.11 from 192.168.88.1

dns, packet <clOr.facebook.com:NS:3599=b.ns.cl0r.facebook.com> in
13-Aug 13:41:17.11 from 192.168.88.1

dns, packet additional: in 13-Aug 13:41:17.11 from 192.168.88.1
dns, packet
<a.ns.clOr.facebook.com:AAAA:3599=2a03:2880:fffe:b:face:b00c:0:99>
in 13-Aug 13:41:17.11 from 192.168.88.1

dns,packet <a.ns.clOr.facebook.com:A:3599=69.171.239.11> in 13-Aug
13:41:17.11 from 192.168.88.1

dns, packet
<b.ns.clOr.facebook.com:AAAA:3599=2a03:2880:ffff:b:face:b00c:0:99>
in 13-Aug 13:41:17.11 from 192.168.88.1

dns,packet <b.ns.clOr.facebook.com:A:3599=69.171.255.11> in 13-Aug
13:41:17.11 from 192.168.88.1

dns done query: #3925 www.facebook.com 31.13.78.35 in 13-Aug
13:41:17.12 from 192.168.88.1

dns,packet --- sending reply to 192.168.88.11:49344: in 13-Aug
13:41:17.12 from 192.168.88.1

dns, packet 1d:36d9 rd:1 tc:0 aa:0 gr:1 ra:1 QUERY 'no error' in
13-Aug 13:41:17.12 from 192.168.88.1

dns, packet question: www.facebook.com:A:IN in 13-Aug 13:41:17.12
from 192.168.88.1

dns,packet answer: in 13-Aug 13:41:17.12 from 192.168.88.1

dns, packet <www.facebook.com:CNAME:3540=star-
mini.clO0r.facebook.com> in 13-Aug 13:41:17.12 from 192.168.88.1
dns, packet <star-mini.clOr.facebook.com:A:51=31.13.78.35> in 13-
Aug 13:41:17.12 from 192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, proto UDP,
192.168.0.105:36865->8.8.8.8:53, len 62 in 13-Aug 13:41:17.19 from
192.168.88.1

dns, packet --- got query from 192.168.66.20:64399: in 13-Aug
13:41:19.62 from 192.168.88.1

dns,packet i1id:8b52 rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
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13-Aug 13:41:19.62 from 192.168.88.1

dns, packet question: fonts.gstatic.com:A:IN in 13-Aug 13:41:19.62
from 192.168.88.1

dns query from 192.168.66.20: #3926 fonts.gstatic.com. A in 13-Aug
13:41:19.62 from 192.168.88.1

dns, packet --- sending udp query to 8.8.8.8:53: in 13-Aug
13:41:19.62 from 192.168.88.1

dns,packet 1d:93d rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in 13-
Aug 13:41:19.62 from 192.168.88.1

dns, packet question: fonts.gstatic.com:A:IN in 13-Aug 13:41:19.62
from 192.168.88.1

dns, packet --- got answer from 8.8.8.8:53: in 13-Aug 13:41:19.62
from 192.168.88.1

dns,packet 1d:93d rd:1 tc:0 aa:0 gr:1 ra:1l QUERY 'no error' in 13-
Aug 13:41:19.62 from 192.168.88.1

dns,packet question: fonts.gstatic.com:A:IN in 13-Aug 13:41:19.63
from 192.168.88.1

dns, packet answer: in 13-Aug 13:41:19.63 from 192.168.88.1

dns, packet <fonts.gstatic.com:CNAME:72=gstaticadssl.l.google.com>
in 13-Aug 13:41:19.63 from 192.168.88.1

dns, packet <gstaticadssl.l.google.com:A:2=74.125.68.94> in 13-Aug
13:41:19.63 from 192.168.88.1

dns done query: #3926 fonts.gstatic.com 74.125.68.94 in 13-Aug
13:41:19.63 from 192.168.88.1

dns, packet --- sending reply to 192.168.66.20:64399: in 13-Aug
13:41:19.63 from 192.168.88.1

dns, packet 1d:8b52 rd:1 tc:0 aa:0 gr:1 ra:1 QUERY 'no error' in
13-Aug 13:41:19.63 from 192.168.88.1

dns, packet question: fonts.gstatic.com:A:IN in 13-Aug 13:41:19.63
from 192.168.88.1

dns,packet answer: in 13-Aug 13:41:19.63 from 192.168.88.1

dns, packet <fonts.gstatic.com:CNAME:72=gstaticadssl.l.google.com>
in 13-Aug 13:41:19.63 from 192.168.88.1

dns, packet <gstaticadssl.l.google.com:A:2=74.125.68.94> in 13-Aug
13:41:19.63 from 192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, proto UDP,
192.168.0.105:47322->8.8.8.8:53, len 63 in 13-Aug 13:41:19.71 from
192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:¢c8:01, proto TCP (SYN), 192.168.66.20:59911-
>74.125.68.94:80, len 52 in 13-Aug 13:41:19.71 from 192.168.88.1
firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:¢c8:01, proto TCP (SYN), 192.168.66.20:59912-
>203.114.72.72:80, len 52 in 13-Aug 13:41:19.71 from 192.168.88.1
firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:¢c8:01, proto TCP (SYN), 192.168.66.20:59913-
>203.114.72.72:80, len 52 in 13-Aug 13:41:20.8 from 192.168.88.1
firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:¢c8:01, proto UDP, 192.168.66.20:64401-
>172.217.26.78:443, len 1378 in 13-Aug 13:41:23.93 from
192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:¢c8:01, proto TCP (SYN), 192.168.66.20:59914-
>172.217.26.78:443, len 52 in 13-Aug 13:41:24.45 from 192.168.88.1
dns,packet --- got query from 192.168.66.20:56517: in 13-Aug
13:41:31.16 from 192.168.88.1
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dns,packet 1d:767 rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in 13-
Aug 13:41:31.16 from 192.168.88.1

dns, packet question: facebook.com:A:IN in 13-Aug 13:41:31.16 from
192.168.88.1

dns query from 192.168.66.20: #3927 facebook.com. A in 13-Aug
13:41:31.16 from 192.168.88.1

dns, packet --- sending udp query to 8.8.8.8:53: in 13-Aug
13:41:31.16 from 192.168.88.1

dns, packet 1d:48b5 rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
13-Aug 13:41:31.16 from 192.168.88.1

dns, packet question: facebook.com:A:IN in 13-Aug 13:41:31.17 from
192.168.88.1

dns, packet --- got answer from 8.8.8.8:53: in 13-Aug 13:41:31.17
from 192.168.88.1

dns,packet 1d:48b5 rd:1 tc:0 aa:0 gr:1 ra:1l QUERY 'no error' in
13-Aug 13:41:31.17 from 192.168.88.1

dns, packet question: facebook.com:A:IN in 13-Aug 13:41:31.17 from
192.168.88.1

dns, packet answer: in 13-Aug 13:41:31.17 from 192.168.88.1
dns,packet <facebook.com:A:283=69.171.230.68> in 13-Aug
13:41:31.17 from 192.168.88.1

dns done query: #3927 facebook.com 69.171.230.68 in 13-Aug
13:41:31.17 from 192.168.88.1

dns, packet --- sending reply to 192.168.66.20:56517: in 13-Aug
13:41:31.17 from 192.168.88.1

dns,packet 1d:767 rd:1 tc:0 aa:0 gr:1 ra:1 QUERY 'no error' in 13-
Aug 13:41:31.18 from 192.168.88.1

dns, packet question: facebook.com:A:IN in 13-Aug 13:41:31.18 from
192.168.88.1

dns,packet answer: in 13-Aug 13:41:31.18 from 192.168.88.1
dns,packet <facebook.com:A:283=69.171.230.68> in 13-Aug
13:41:31.18 from 192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, proto UDP,
192.168.0.105:49159->8.8.8.8:53, len 58 in 13-Aug 13:41:31.25 from
192.168.88.1

dns,packet --- got query from 192.168.66.20:50577: in 13-Aug
13:41:31.49 from 192.168.88.1

dns, packet 1d:f2f8 rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
13-Aug 13:41:31.50 from 192.168.88.1

dns,packet question: muffingroup.com:A:IN in 13-Aug 13:41:31.50
from 192.168.88.1

dns query from 192.168.66.20: #3928 muffingroup.com. A in 13-Aug
13:41:31.50 from 192.168.88.1

dns, packet --- sending udp query to 8.8.8.8:53: in 13-Aug
13:41:31.50 from 192.168.88.1

dns,packet i1id:792a rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
13-Aug 13:41:31.50 from 192.168.88.1

dns,packet question: muffingroup.com:A:IN in 13-Aug 13:41:31.50
from 192.168.88.1

dns, packet --- got query from 192.168.66.20:62686: in 13-Aug
13:41:31.50 from 192.168.88.1

dns, packet id:faaf rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
13-Aug 13:41:31.50 from 192.168.88.1

dns, packet question: pin.bbm.com:A:IN in 13-Aug 13:41:31.50 from
192.168.88.1

dns query from 192.168.66.20: #3929 pin.bbm.com. A in 13-Aug
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13:41:31.51 from 192.168.88.1

dns, packet --- sending udp query to 8.8.8.8:53: in 13-Aug
13:41:31.51 from 192.168.88.1

dns, packet 1d:3596 rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
13-Aug 13:41:31.51 from 192.168.88.1

dns, packet question: pin.bbm.com:A:IN in 13-Aug 13:41:31.51 from
192.168.88.1

dns, packet --- got answer from 8.8.8.8:53: in 13-Aug 13:41:31.51
from 192.168.88.1

dns,packet 1d:3596 rd:1 tc:0 aa:0 gr:1 ra:0 QUERY 'no error' in
13-Aug 13:41:31.51 from 192.168.88.1

dns, packet question: pin.bbm.com:A:IN in 13-Aug 13:41:31.51 from
192.168.88.1

dns, packet answer: in 13-Aug 13:41:31.51 from 192.168.88.1

dns, packet <pin.bbm.com:A:473=208.65.77.151> in 13-Aug 13:41:31.51
from 192.168.88.1

dns done query: #3929 pin.bbm.com 208.65.77.151 in 13-Aug
13:41:31.51 from 192.168.88.1

dns, packet --- sending reply to 192.168.66.20:62686: in 13-Aug
13:41:31.51 from 192.168.88.1

dns, packet id:faaf rd:1 tc:0 aa:0 gr:1 ra:1l QUERY 'no error' in
13-Aug 13:41:31.51 from 192.168.88.1

dns, packet question: pin.bbm.com:A:IN in 13-Aug 13:41:31.51 from
192.168.88.1

dns,packet answer: in 13-Aug 13:41:31.52 from 192.168.88.1

dns, packet <pin.bbm.com:A:473=208.65.77.151> in 13-Aug 13:41:31.52
from 192.168.88.1

dns, packet --- got answer from 8.8.8.8:53: in 13-Aug 13:41:31.54
from 192.168.88.1

dns,packet 1d:792a rd:1 tc:0 aa:0 gr:1 ra:1l QUERY 'no error' in
13-Aug 13:41:31.54 from 192.168.88.1

dns, packet question: muffingroup.com:A:IN in 13-Aug 13:41:31.54
from 192.168.88.1

dns, packet answer: in 13-Aug 13:41:31.54 from 192.168.88.1

dns, packet <muffingroup.com:A:300=164.132.159.119> in 13-Aug
13:41:31.54 from 192.168.88.1

dns, packet additional: in 13-Aug 13:41:31.54 from 192.168.88.1
dns, packet <:UNKNOWN (41):32768=rawbytes:0> in 13-Aug 13:41:31.54
from 192.168.88.1

dns done query: #3928 muffingroup.com 164.132.159.119 in 13-Aug
13:41:31.55 from 192.168.88.1

dns, packet --- sending reply to 192.168.66.20:50577: in 13-Aug
13:41:31.55 from 192.168.88.1

dns,packet i1d:f2f8 rd:1 tc:0 aa:0 gr:1 ra:1 QUERY 'no error' in
13-Aug 13:41:31.55 from 192.168.88.1

dns,packet question: muffingroup.com:A:IN in 13-Aug 13:41:31.55
from 192.168.88.1

dns, packet answer: in 13-Aug 13:41:31.55 from 192.168.88.1

dns, packet <muffingroup.com:A:300=164.132.159.119> in 13-Aug
13:41:31.55 from 192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, proto UDP,
192.168.0.105:53591->8.8.8.8:53, len 61 in 13-Aug 13:41:31.59 from
192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, proto UDP,
192.168.0.105:53709->8.8.8.8:53, len 57 in 13-Aug 13:41:31.59 from
192.168.88.1
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firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:¢c8:01, proto TCP (SYN), 192.168.66.20:59915-
>52.196.33.60:443, len 52 in 13-Aug 13:41:32.3 from 192.168.88.1
dns, packet --- got query from 192.168.66.20:49895: in 13-Aug
13:41:34.8 from 192.168.88.1

dns,packet i1d:4244 rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
13-Aug 13:41:34.8 from 192.168.88.1

dns, packet question: a.tribalfusion.com:A:IN in 13-Aug 13:41:34.8
from 192.168.88.1

dns query from 192.168.66.20: #3930 a.tribalfusion.com. A in 13-
Aug 13:41:34.8 from 192.168.88.1

dns, packet --- sending udp query to 8.8.4.4:53: in 13-Aug
13:41:34.8 from 192.168.88.1

dns, packet 1d:45f1 rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
13-Aug 13:41:34.9 from 192.168.88.1

dns, packet question: a.tribalfusion.com:A:IN in 13-Aug 13:41:34.9
from 192.168.88.1

dns, packet --- got query from 192.168.66.20:52438: in 13-Aug
13:41:34.9 from 192.168.88.1

dns,packet id:ed64 rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
13-Aug 13:41:34.9 from 192.168.88.1

dns, packet question: m.addthisedge.com:A:IN in 13-Aug 13:41:34.9
from 192.168.88.1

dns query from 192.168.66.20: #3931 m.addthisedge.com. A in 13-Aug
13:41:34.9 from 192.168.88.1

dns done query: #3931 dns name exists, but no appropriate record
in 13-Aug 13:41:34.9 from 192.168.88.1

dns, packet --- sending reply to 192.168.66.20:52438: in 13-Aug
13:41:34.9 from 192.168.88.1

dns,packet id:ed64 rd:1 tc:0 aa:0 gr:1 ra:1l QUERY 'no error' in
13-Aug 13:41:34.9 from 192.168.88.1

dns, packet question: m.addthisedge.com:A:IN in 13-Aug 13:41:34.9
from 192.168.88.1

dns, packet answer: in 13-Aug 13:41:34.9 from 192.168.88.1

dns, packet

<m.addthisedge.com:CNAME: 6=m.addthisedge.com.cdn.cloudflare.net>
in 13-Aug 13:41:34.9 from 192.168.88.1

dns, packet
<m.addthisedge.com.cdn.cloudflare.net:A:147=104.16.25.235> in 13-
Aug 13:41:34.10 from 192.168.88.1

dns, packet
<m.addthisedge.com.cdn.cloudflare.net:A:147=104.16.23.235> in 13-
Aug 13:41:34.10 from 192.168.88.1

dns, packet
<m.addthisedge.com.cdn.cloudflare.net:A:147=104.16.27.235> in 13-
Aug 13:41:34.10 from 192.168.88.1

dns, packet
<m.addthisedge.com.cdn.cloudflare.net:A:147=104.16.26.235> in 13-
Aug 13:41:34.10 from 192.168.88.1

dns, packet
<m.addthisedge.com.cdn.cloudflare.net:A:147=104.16.24.235> in 13-
Aug 13:41:34.10 from 192.168.88.1

dns, packet --- got answer from 8.8.4.4:53: in 13-Aug 13:41:34.10
from 192.168.88.1

dns,packet i1id:45f1 rd:1 tc:0 aa:0 gr:1 ra:0 QUERY 'no error' in
13-Aug 13:41:34.10 from 192.168.88.1
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dns, packet question:
from 192.168.88.1
dns, packet answer: in 13-Aug 13:41:3
dns, packet <a.tribalfusion.com:A:360
13:41:34.10 from 192.168.88.1
dns,packet <a.tribalfusion.com:A:360
13:41:34.10 from 192.168.88.1

dns, packet <a.tribalfusion.com:A:360
13:41:34.10 from 192.168.88.1
dns,packet <a.tribalfusion.com:A:360
13:41:34.11 from 192.168.88.1

dns done query: #3930 a.tribalfusion.com 204.

13:41:34.11 from 192.168.88.1
dns, packet --- sending reply to 192.
13:41:34.11 from 192.168.88.1

dns,packet i1d:4244 rd:1 tc:0 aa:0 gr:1 ra:1 QUERY

13-Aug 13:41:34.11 from 192.168.88.1
dns, packet question:
from 192.168.88.1
dns,packet answer: in 13-Aug 13:41:3
dns,packet <a.tribalfusion.com:A:360
13:41:34.11 from 192.168.88.1

dns, packet <a.tribalfusion.com:A:360
13:41:34.11 from 192.168.88.1
dns,packet <a.tribalfusion.com:A:360
13:41:34.11 from 192.168.88.1

dns, packet <a.tribalfusion.com:A:360

13:41:34.11 from 192.168.88.1
firewall,info srcnat: in: (none) out:
192.168.0.105:60953->8.8.4.4:53,
192.168.88.1

firewall,info srcnat: in: (none) out:
54:04:46:79:¢c8:01, proto TCP (SYN),
>50.97.236.98:80, len 52

out:
(SYN) ,

firewall,info srcnat: in:
54:04:26:79:¢c8:01, proto
>50.97.236.98:80, len 52
firewall,info srcnat: in: (none) out:
54:04:46:79:¢c8:01, proto TCP (SYN),
>104.16.25.235:80, len 52 in 13-Aug
firewall,info srcnat: in: (none) out:
54:04:46:79:¢c8:01, proto TCP (SYN),
>104.16.25.235:80, len 52 in 13-Aug
firewall,info srcnat: in: (none) out:
54:04:26:79:¢c8:01, proto TCP (SYN),
>104.16.25.235:80, len 52 in 13-Aug
firewall,info srcnat: in: (none) out:
54:04:46:79:¢c8:01, proto TCP (SYN),
>204.11.109.68:80, len 52 in 13-Aug
firewall,info srcnat: in: (none) out:
54:04:26:79:¢c8:01, proto TCP (SYN),
>204.11.109.68:80, len 52 in 13-Aug
firewall,info srcnat: in: (none) out:
54:04:a46:79:¢c8:01, proto TCP (SYN),
>204.11.109.68:80, len 52 in 13-Aug
firewall,info srcnat: in: (none) out:

(none)
TCP

4.10 from 192.168.88.1
0=204.11.1009.

0=204.11.1009.

0=204.11.1009.

0=204.11.1009.

168.66.20:49895:

'no error'

4.11 from 192.168.88.1
0=204.11.1009.
0=204.

151 OO,

0=204.11.1009.

0=204.11.1009.

etherl1-INET, proto UDP,

etherl1-INET, src-mac
192.168.66.20:59916-

ether1-INET, src-mac
192.168.66.20:59917-

etherl1-INET, src-mac
192.168.66.20:59918~-
13:41:34.17 from 192
ether1-INET, src-mac
192.168.66.20:59919-
13:41:34.17 from 192.
ether1-INET, src-mac
192.168.66.20:59920-
13:41:34.17 from 192.
etherl1-INET, src-mac
192.168.66.20:59921~
13:41:34.17 from 192.
ether1-INET, src-mac
192.168.66.20:59922-
13:41:34.18 from 192.
etherl1-INET, src-mac
192.168.66.20:59923~
13:41:34.18 from 192.
ether1-INET, src-mac

.168.

168.

168.

168.

168.

168.

a.tribalfusion.com:A:IN in 13-Aug 13:41:34.10

68> in 13-Aug
67> in 13-Aug
65> in 13-Aug
66> in 13-Aug
11.109.68 in 13-Aug

in 13-Aug

in

a.tribalfusion.com:A:IN in 13-Aug 13:41:34.11

68> in 13-Aug
67> in 13-Aug
65> in 13-Aug

66> in 13-Aug

len 64 in 13-Aug 13:41:34.17 from

in 13-Aug 13:41:34.17 from 192.168.88.1

in 13-Aug 13:41:34.17 from 192.168.88.1

88.1

88.1

88.1

88.1

88.1

88.1
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54:04:26:79:¢c8:01, proto TCP (SYN), 192.168.66.20:59924-
>104.16.18.35:80, len 52 in 13-Aug 13:41:34.36 from 192.168.88.1
firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:c8:01, proto TCP (SYN), 192.168.66.20:59925-
>192.229.237.25:80, len 52 in 13-Aug 13:41:34.68 from 192.168.88.1
firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:¢c8:01, proto TCP (SYN), 192.168.66.20:59926-
>192.229.237.25:80, len 52 in 13-Aug 13:41:34.68 from 192.168.88.1
dns, packet --- got query from 192.168.66.20:61095: in 13-Aug
13:41:35.30 from 192.168.88.1

dns,packet id:2c9%e rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
13-Aug 13:41:35.30 from 192.168.88.1

dns, packet question: staticxx.facebook.com:A:IN in 13-Aug
13:41:35.31 from 192.168.88.1

dns query from 192.168.66.20: #3932 staticxx.facebook.com. A in
13-Aug 13:41:35.31 from 192.168.88.1

dns, packet --- sending udp query to 192.168.0.1:53: in 13-Aug
13:41:35.31 from 192.168.88.1

dns, packet 1d:4591 rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
13-Aug 13:41:35.31 from 192.168.88.1

dns, packet question: staticxx.facebook.com:A:IN in 13-Aug
13:41:35.31 from 192.168.88.1

dns, packet --- got answer from 192.168.0.1:53: in 13-Aug
13:41:35.31 from 192.168.88.1

dns,packet 1d:4591 rd:1 tc:0 aa:0 gr:1 ra:1l QUERY 'no error' in
13-Aug 13:41:35.31 from 192.168.88.1

dns, packet question: staticxx.facebook.com:A:IN in 13-Aug
13:41:35.32 from 192.168.88.1

dns, packet answer: in 13-Aug 13:41:35.32 from 192.168.88.1

dns, packet
<staticxx.facebook.com:CNAME:1921=scontent.xx.fbcdn.net> in 13-Aug
13:41:35.32 from 192.168.88.1

dns, packet <scontent.xx.fbcdn.net:A:47=31.13.78.17> in 13-Aug
13:41:35.34 from 192.168.88.1

dns,packet authority: in 13-Aug 13:41:35.34 from 192.168.88.1
dns,packet <xx.fbcdn.net:NS:3600=a.ns.xx.fbcdn.net> in 13-Aug
13:41:35.34 from 192.168.88.1

dns, packet <xx.fbcdn.net:NS:3600=b.ns.xx.fbcdn.net> in 13-Aug
13:41:35.34 from 192.168.88.1

dns,packet additional: in 13-Aug 13:41:35.34 from 192.168.88.1
dns, packet
<a.ns.xx.fbcdn.net:AAAA:3600=2a03:2880:fffe:b:face:b00c:0:99> in
13-Aug 13:41:35.34 from 192.168.88.1

dns,packet <a.ns.xx.fbcdn.net:A:3600=69.171.239.11> in 13-Aug
13:41:35.34 from 192.168.88.1

dns, packet
<b.ns.xx.fbcdn.net:AAAA:3600=2a03:2880:ffff:b:face:b00c:0:99> in
13-Aug 13:41:35.34 from 192.168.88.1

dns,packet <b.ns.xx.fbcdn.net:A:3600=69.171.255.11> in 13-Aug
13:41:35.34 from 192.168.88.1

dns done query: #3932 staticxx.facebook.com 31.13.78.17 in 13-Aug
13:41:35.34 from 192.168.88.1

dns, packet --- sending reply to 192.168.66.20:61095: in 13-Aug
13:41:35.35 from 192.168.88.1

dns,packet id:2c9%e rd:1 tc:0 aa:0 gr:1 ra:1 QUERY 'no error' in
13-Aug 13:41:35.35 from 192.168.88.1
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dns, packet question: staticxx.facebook.com:A:IN in 13-Aug
13:41:35.35 from 192.168.88.1

dns, packet answer: in 13-Aug 13:41:35.35 from 192.168.88.1

dns, packet
<staticxx.facebook.com:CNAME:1921=scontent.xx.fbcdn.net> in 13-Aug
13:41:35.35 from 192.168.88.1

dns, packet <scontent.xx.fbcdn.net:A:47=31.13.78.17> in 13-Aug

13:41:35.35 from 192.168.
in:
192.168.0.105:32796->192.

firewall,info srcnat:

from 192.168.88.1

firewall,info srcnat:
54:04:a46:79:¢c8:01, proto
>31.13.78.17:443, len 52
firewall,info srcnat:
54:04:26:79:¢c8:01, proto
>31.13.78.17:443, len 52
dns,packet --- got query

13:41:38.63 from 192.168.

in:

Sil T

88.1
(none) out:etherl-INET,
168.0.1:53,

proto UDP,

(none)
TCP (SYN),

out:etherl-INET, src-mac
192.168.66.20:59927-

in 13-Aug 13:41:35.40 from 192.168.88.1

out:etherl1-INET, src-mac
192.168.66.20:59928-

(none)
TCP (SYN),

in 13-Aug 13:41:36.64 from 192.168.88.1

from 192.168.88.11:65514:
88.1

in 13-Aug

len 67 in 13-Aug 13:41:35.40

dns,packet 1d:42f3 rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
13-Aug 13:41:38.63 from 192.168.88.1

dns, packet question: l-edge-chat.facebook.com:A:IN in 13-Aug
13:41:38.63 from 192.168.88.1

dns query from 192.168.88.11: #3933 l-edge-chat.facebook.com. A in

13-Aug 13:41:38.63 from 192.168.88.1

dns, packet --- sending udp query to 192.168.0.1:53: in 13-Aug
13:41:38.63 from 192.168.88.1
dns, packet i1d:5c74 rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in

13-Aug 13:41:38.63 from 192.168.88.1

dns, packet question: l-edge-chat.facebook.com:A:IN in 13-Aug
13:41:38.64 from 192.168.88.1

dns, packet --- got answer from 192.168.0.1:53:
13:41:38.64 from 192.168.88.1

dns,packet id:5c74 rd:1 tc:0 aa:0 gr:1 ra:1 QUERY
13-Aug 13:41:38.64 from 192.168.88.1

dns, packet question: l-edge-chat.facebook.com:A:IN in 13-Aug
13:41:38.64 from 192.168.88.1

dns, packet answer: in 13-Aug 13:41:38.64 from 192.168.88.1

dns, packet <l-edge-
chat.facebook.com:CNAME:247=star.cl0r.facebook.com> in 13-Aug
13:41:38.64 from 192.168.88.1

dns, packet <star.clOr.facebook.com:A:50=31.13.78.13> in 13-Aug
13:41:38.64 from 192.168.88.1

dns done query: #3933 l-edge-chat.facebook.com 31.13.78.13 in 13-
Aug 13:41:38.64 from 192.168.88.1

dns, packet --- sending reply to 192.168.88.11:65514:
13:41:38.64 from 192.168.88.1

dns,packet 1d:42f3 rd:1 tc:0 aa:0 gr:1 ra:1 QUERY
13-Aug 13:41:38.64 from 192.168.88.1

dns, packet question: l-edge-chat.facebook.com:A:IN in 13-Aug
13:41:38.64 from 192.168.88.1

dns, packet answer: in 13-Aug 13:41:38.64 from 192.168.88.1
dns, packet <l-edge-
chat.facebook.com:CNAME:1242=star.cl0r.facebook.com> in 13-Aug
13:41:38.64 from 192.168.88.1

dns,packet <star.clOr.facebook.com:A:50=31.13.78.13> in 13-Aug

in 13-Aug

'no error' in

in 13-Aug

'no error' in
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13:41:38.65 from 192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, proto UDP,
192.168.0.105:59869->192.168.0.1:53, len 70 in 13-Aug 13:41:38.73
from 192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, src-mac
9c:8e:99:41:73:c4, proto TCP (SYN), 192.168.88.11:60498-
>192.168.0.1:49152, len 52 in 13-Aug 13:41:40.98 from 192.168.88.1
firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:¢c8:01, proto UDP, 192.168.66.20:61099-
>74.125.130.113:443, len 1378 in 13-Aug 13:41:52.83 from
192.168.88.1

dns, packet --- got query from 192.168.66.20:53435: in 13-Aug
13:42:21.97 from 192.168.88.1

dns, packet 1d:25b5 rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
13-Aug 13:42:21.97 from 192.168.88.1

dns, packet question: clients4.google.com:A:IN in 13-Aug
13:42:21.97 from 192.168.88.1

dns query from 192.168.66.20: #3934 clients4.google.com. A in 13-
Aug 13:42:21.97 from 192.168.88.1

dns, packet --- sending udp query to 192.168.0.1:53: in 13-Aug
13:42:21.97 from 192.168.88.1

dns, packet i1id:d2b6 rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
13-Aug 13:42:21.97 from 192.168.88.1

dns, packet question: clientsd4.google.com:A:IN in 13-Aug
13:42:21.97 from 192.168.88.1

dns, packet --- got answer from 192.168.0.1:53: in 13-Aug
13:42:21.98 from 192.168.88.1

dns, packet i1id:d2b6 rd:1 tc:0 aa:0 gr:1 ra:1 QUERY 'no error' in
13-Aug 13:42:21.98 from 192.168.88.1

dns, packet question: clients4.google.com:A:IN in 13-Aug
13:42:21.98 from 192.168.88.1

dns, packet answer: in 13-Aug 13:42:21.98 from 192.168.88.1

dns, packet <clients4.google.com:CNAME:248=clients.l.google.com> in
13-Aug 13:42:21.98 from 192.168.88.1

dns, packet <clients.l.google.com:A:57=74.125.200.100> in 13-Aug
13:42:21.98 from 192.168.88.1

dns, packet <clients.l.google.com:A:57=74.125.200.113> in 13-Aug
13:42:21.98 from 192.168.88.1

dns, packet <clients.l.google.com:A:57=74.125.200.139> in 13-Aug
13:42:21.98 from 192.168.88.1

dns, packet <clients.l.google.com:A:57=74.125.200.101> in 13-Aug
13:42:21.98 from 192.168.88.1

dns, packet <clients.l.google.com:A:57=74.125.200.102> in 13-Aug
13:42:21.99 from 192.168.88.1

dns, packet <clients.l.google.com:A:57=74.125.200.138> in 13-Aug
13:42:21.99 from 192.168.88.1

dns done query: #3934 clients4.google.com 74.125.200.100 in 13-Aug
13:42:21.99 from 192.168.88.1

dns, packet --- sending reply to 192.168.66.20:53435: in 13-Aug
13:42:21.99 from 192.168.88.1

dns,packet i1id:25b5 rd:1 tc:0 aa:0 gr:1 ra:1 QUERY 'no error' in
13-Aug 13:42:21.99 from 192.168.88.1

dns, packet question: clients4.google.com:A:IN in 13-Aug
13:42:21.99 from 192.168.88.1

dns,packet answer: in 13-Aug 13:42:21.99 from 192.168.88.1

dns, packet <clients4.google.com:CNAME:248=clients.l.google.com> in
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13-Aug 13:42:21.99 from 192.168.88.1

dns, packet <clients.l.google.com:A:57=74.125.200.100> in 13-Aug
13:42:21.99 from 192.168.88.1

dns, packet <clients.l.google.com:A:57=74.125.200.138> in 13-Aug
13:42:22.0 from 192.168.88.1

dns, packet <clients.l.google.com:A:57=74.125.200.113> in 13-Aug
13:42:22.0 from 192.168.88.1

dns, packet <clients.l.google.com:A:57=74.125.200.139> in 13-Aug
13:42:22.0 from 192.168.88.1

dns, packet <clients.l.google.com:A:57=74.125.200.101> in 13-Aug
13:42:22.0 from 192.168.88.1

dns, packet <clients.l.google.com:A:57=74.125.200.102> in 13-Aug
13:42:22.0 from 192.168.88.1

dns, packet <ocsp-

ds.ws.symantec.com.edgekey.net :CNAME:19=e8218.dscbl.akamaiedge.net
> in 13-Aug 14:52:17.51 from 192.168.88.1

dns, packet <e8218.dscbl.akamaiedge.net:A:15=23.15.155.27> in 13-
Aug 14:52:18.30 from 192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, proto UDP,
192.168.0.105:59926->8.8.8.8:53, len 58 in 13-Aug 14:52:18.30 from
192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, src-mac
54:04:26:79:¢c8:01, proto TCP (SYN), 192.168.66.20:60246-
>23.15.155.27:80, len 52 in 13-Aug 14:52:18.30 from 192.168.88.1
dhcp, debug, packet dhcpl received inform with id 3603798449 from
192.168.88.11 in 13-Aug 14:52:18.30 from 192.168.88.1

dhcp, debug, packet ciaddr = 192.168.88.11 in 13-Aug 14:52:18.30
from 192.168.88.1

dhcp, debug, packet chaddr = 9C:8E:99:41:73:C4 in 13-Aug
14:52:18.30 from 192.168.88.1

dhcp, debug, packet Msg-Type = inform in 13-Aug 14:52:18.30 from
192.168.88.1

dhcp, debug, packet Client-Id = 01-9C-8E-99-41-73-C4 in 13-Aug
14:52:18.30 from 192.168.88.1

dhcp, debug, packet Host-Name = "Vanasea" in 13-Aug 14:52:18.30
from 192.168.88.1

dhcp, debug, packet Class-Id = "MSFT 5.0" in 13-Aug 14:52:18.31
from 192.168.88.1

dhcp, debug, packet Parameter-List = Subnet-Mask,Domain-

Name, Router, Domain-Server, NETBIOS-Name-Server, NETBIOS-Node-

Type, NETBIOS-Scope, Router-Discovery, Static-Route,Classless-
Route,MS-Classless-Route,Vendor-Specific, Auto-Proxy-Config in 13-
Aug 14:52:18.31 from 192.168.88.1

dhcp, debug, packet dhcpl sending ack with id 3603798449 to
192.168.88.11 in 13-Aug 14:52:18.31 from 192.168.88.1

dhcp, debug, packet ciaddr = 192.168.88.11 in 13-Aug 14:52:18.31
from 192.168.88.1

dhcp, debug, packet siaddr = 192.168.88.1 in 13-Aug 14:52:18.31
from 192.168.88.1

dhcp, debug, packet chaddr = 9C:8E:99:41:73:C4 in 13-Aug
14:52:18.31 from 192.168.88.1

dhcp, debug, packet Msg-Type = ack in 13-Aug 14:52:18.31 from
192.168.88.1

dhcp, debug, packet Server-Id = 192.168.88.1 in 13-Aug

14:52:18.31 from 192.168.88.1
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dhcp, debug, packet Subnet-Mask = 255.255.255.0 in 13-Aug
14:52:18.31 from 192.168.88.1

dhcp, debug, packet Router = 192.168.88.1 in 13-Aug 14:52:18.31
from 192.168.88.1

dhcp, debug, packet Domain-Server = 192.168.88.1,192.168.0.1 in
13-Aug 14:52:18.31 from 192.168.88.1

dns, packet --- got query from 192.168.88.11:57253: in 13-Aug

14:52:18.31 from 192.168.88.1

dns, packet 1d:b07f rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
13-Aug 14:52:18.31 from 192.168.88.1

dns, packet question: settings-win.data.microsoft.com:A:IN in 13-
Aug 14:52:18.32 from 192.168.88.1

dns query from 192.168.88.11: #4370 settings-
win.data.microsoft.com. A in 13-Aug 14:52:18.32 from 192.168.88.1
dns, packet --- sending udp query to 8.8.8.8:53: in 13-Aug
14:52:18.32 from 192.168.88.1

dns, packet id:6a0f rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
13-Aug 14:52:18.32 from 192.168.88.1

dns, packet question: settings-win.data.microsoft.com:A:IN in 13-
Aug 14:52:18.32 from 192.168.88.1

dns,packet --- got answer from 8.8.8.8:53: in 13-Aug 14:52:18.32
from 192.168.88.1

dns, packet id:6a0f rd:1 tc:0 aa:0 gr:1 ra:1 QUERY 'no error' in
13-Aug 14:52:18.32 from 192.168.88.1

dns, packet question: settings-win.data.microsoft.com:A:IN in 13-
Aug 14:52:18.32 from 192.168.88.1

dns, packet answer: in 13-Aug 14:52:18.32 from 192.168.88.1

dns, packet <settings-win.data.microsoft.com:CNAME:3145=asimov—
win.settings.data.microsoft.com.akadns.net> in 13-Aug 14:52:18.32
from 192.168.88.1

dns, packet <asimov-
win.settings.data.microsoft.com.akadns.net:CNAME:257=geo.settings.
data.microsoft.com.akadns.net> in 13-Aug 14:52:18.32 from
192.168.88.1

dns, packet
<geo.settings.data.microsoft.com.akadns.net:CNAME:243=hk2.settings
.data.microsoft.com.akadns.net> in 13-Aug 14:52:18.32 from
192.168.88.1

dns, packet
<hk2.settings.data.microsoft.com.akadns.net:A:172=111.221.29.253>
in 13-Aug 14:52:18.32 from 192.168.88.1

dns done query: #4370 settings-win.data.microsoft.com
111.221.29.253 in 13-Aug 14:52:18.32 from 192.168.88.1

dns, packet --- sending reply to 192.168.88.11:57253: in 13-Aug
14:52:18.32 from 192.168.88.1

dns,packet id:b07f rd:1 tc:0 aa:0 gr:1 ra:1l QUERY 'no error' in
13-Aug 14:52:18.32 from 192.168.88.1

dns, packet question: settings-win.data.microsoft.com:A:IN in 13-
Aug 14:52:18.32 from 192.168.88.1

dns,packet answer: in 13-Aug 14:52:18.32 from 192.168.88.1

dns, packet <settings-win.data.microsoft.com:CNAME:3145=asimov-—
win.settings.data.microsoft.com.akadns.net> in 13-Aug 14:52:18.33
from 192.168.88.1

dns, packet <asimov-
win.settings.data.microsoft.com.akadns.net:CNAME:257=geo.settings.
data.microsoft.com.akadns.net> in 13-Aug 14:52:18.33 from
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192.168.88.1

dns, packet
<geo.settings.data.microsoft.com.akadns.net:CNAME:243=hk2.settings
.data.microsoft.com.akadns.net> in 13-Aug 14:52:18.33 from
192.168.88.1

dns, packet
<hk2.settings.data.microsoft.com.akadns.net:A:172=111.221.29.253>
in 13-Aug 14:52:18.33 from 192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, proto UDP,
192.168.0.105:49343->8.8.8.8:53, len 77 in 13-Aug 14:52:18.33 from
192.168.88.1

firewall,info srcnat: in: (none) out:etherl-INET, src-mac
9c:8e:99:41:73:c4, proto TCP (SYN), 192.168.88.11:60693-
>111.221.29.253:443, len 52 in 13-Aug 14:52:18.33 from
192.168.88.1

dns, packet --- got query from 192.168.66.20:50835: in 13-Aug
14:52:19.48 from 192.168.88.1

dns, packet 1d:5547 rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in
13-Aug 14:52:19.49 from 192.168.88.1

dns, packet question: service.weather.microsoft.com:A:IN in 13-Aug
14:52:19.49 from 192.168.88.1

dns query from 192.168.66.20: #4371 service.weather.microsoft.com.
A in 13-Aug 14:52:19.49 from 192.168.88.1

dns, packet --- sending udp query to 8.8.8.8:53: in 13-Aug
14:52:19.49 from 192.168.88.1

dns,packet 1d:97f rd:1 tc:0 aa:0 gr:0 ra:0 QUERY 'no error' in 13-
Aug 14:52:19.49 from 192.168.88.1

dns, packet question: service.weather.microsoft.com:A:IN in 13-Aug
14:52:19.49 from 192.168.88.1

dns,packet --- got answer from 8.8.8.8:53: in 13-Aug 14:52:19.49
from 192.168.88.1

dns,packet 1d:97f rd:1 tc:0 aa:0 gr:1 ra:1 QUERY 'no error' in 13-
Aug 14:52:19.49 from 192.168.88.1

dns, packet question: service.weather.microsoft.com:A:IN in 13-Aug
14:52:19.49 from 192.168.88.1

dns,packet answer: in 13-Aug 14:52:19.49 from 192.168.88.1

dns, packet
<service.weather.microsoft.com:CNAME:3334=wildcard.weather.microso
ft.com.edgekey.net> in 13-Aug 14:52:19.49 from 192.168.88.1

dns, packet
<wildcard.weather.microsoft.com.edgekey.net:CNAME:817=e7070.g.akam
aiedge.net> in 13-Aug 14:52:19.49 from 192.168.88.1

dns, packet <e7070.g.akamaiedge.net:A:16=104.93.213.33> in 13-Aug
14:52:19.49 from 192.168.88.1

dns done query: #4371 service.weather.microsoft.com 104.93.213.33
in 13-Aug 14:52:19.49 from 192.168.88.1

dns, packet --- sending reply to 192.168.66.20:50835: in 13-Aug
14:52:19.49 from 192.168.88.1

dns, packet 1d:5547 rd:1 tc:0 aa:0 gr:1 ra:1 QUERY 'no error' in
13-Aug 14:52:19.50 from 192.168.88.1

dns, packet question: service.weather.microsoft.com:A:IN in 13-Aug
14:52:19.50 from 192.168.88.1

dns, packet answer: in 13-Aug 14:52:19.50 from 192.168.88.1

dns, packet
<service.weather.microsoft.c